Category 1 and P2PE <Merchant Name> Operational Policies & Procedures
<Merchant Name> PCI DSS 4.0 merchant policy details the minimum requirements that <Merchant Name> will adhere to for securing payments received and processed using a P2PE (Point-to-point encrypting) validated solution and payment via an outsourced e-commerce website.  <Merchant Name> Operational Policy details who is responsible for each PCI DSS 4.0 policy and how that policy is being enforced.  
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Documented Data Flow

Payments can only be processed in these approved ways: <below are typical data flows and are to be used as a template and can be deleted, modified, etc. to fit your business practices>
1. In person swipe on the P2PE validated solution device.
a. Card is physically swiped or dipped capturing the data on the magnetic stripe.
b. Encrypted cardholder data is sent through the POS and through our network to the gateway of the P2PE validated solution.
c. The payment is then sent on the payment processor.
d. Authorization is returned back over the network.
e. Customer signs the merchant receipt and the customer receipt is presented to the customer.  
2. In person swipe fails (hand key payment)
a. Card cannot be swiped or dipped so the PAN and expiration date has to be hand keyed into the P2PE validated solution device.
b. Encrypted cardholder data is sent through the POS and through our network to the gateway of the P2PE validated solution.
c. The payment is then sent on the payment processor.
d. Authorization is returned back over the network.
e. Customer signs the merchant receipt and the customer receipt is presented to the customer.  
3. Phone payment
a. PAN and expiration date is hand keyed into the P2PE validated solution device.
b. Encrypted cardholder data is sent through the POS and through our network to the gateway of the P2PE validated solution.
c. The payment is then sent on the payment processor.
d. Authorization is returned back over the network.  
4. Also you must complete the Data Flow Diagram
a. Customer goes form your university website to a 3rd party website (like TouchNet Marketplace).  
b. Once on the 3rd party website the customer fills their shopping cart.
c. Customer clicks “proceed to payment” button. 
d. Customer is re-directed to the gateway (Possibly Touchnet the gateway) for payment information.  
Credit card data is encrypted and sent to the payment processor.
e. Authorization is returned back to the gateway.
f. Customer is redirected back to the receipt page.
5. 

Payments can NEVER be accepted in the following ways:

1. Email
2. Other

Procedure to follow if you receive customer credit card data in an unapproved channel

1. Email
a. Write down the customer contact information
b. Delete the email and empty your trash can in outlook
c. Contact the customer explaining that their email has been deleted and that you cannot accept their payment by email.  Let them know that you can accept payment by <list your acceptance channels>.  Explain you are following policy to protect their personal information.  Follow your procedures for accepting payments above and process their payment using an approved acceptance channel.  
2. Other
a. Write down customer contact information
b. Destroy the card data that was received in an unapproved acceptance channel.
c. Contact the customer explaining that their email has been deleted and that you cannot accept their payment by email.  Let them know that you can accept payment by <list your acceptance channels>.  Explain you are following policy to protect their personal information.  Follow your procedures for accepting payments above and process their payment using an approved acceptance channel.  


Refund Policy

Refunds should be submitted back to the same card that the original charge was processed.  <Individual A> is the only person authorized to issue refunds.  <Individual A> will verify the last 4 digits of the card with the customer and then ask the customer for the full card number to process the refund back to the verified card.  <Individual A> will hand key the card number and expiration date into the P2PE validated solution device and never write down the cardholder data on paper.  Or <Individual A> will log into the gateway (e-commerce or P2PE) and issue the refund by a click through process, the card data is not keyed into the gateway.   


Cardholder Data Storage Policy

All cardholder data storage policies and operational procedures are documented, kept up to date, in use, and known to all affected parties.  

Account 

Electronic storage (within 3rd party service provider) of card holder information at <Merchant Name> is kept post-authorization per the following business reasons:
1. Reason X
2. Reason Y
3. Reason Z

<Individual A> is responsible for the security of the cardholder data that is stored Electronically within 3rd party service provider.  	Comment by Layman, John F.: Purpose 

A formal data retention policy identifies what data needs to be retained, for how long, and where that data resides so it can be securely destroyed or deleted as soon as it is no longer needed. The only account data that may be stored after authorization is the primary account number or PAN (rendered unreadable), expiration date, cardholder name, and service code. 

The storage of SAD data prior to the completion of the authorization process is also included in the data retention and disposal policy so that storage of this sensitive data is kept to minimum, and only retained for the defined amount of time. 

Good Practice 

When identifying locations of stored account data, consider all processes and personnel with access to the data, as data could have been moved and stored in different locations than originally defined. Storage locations that are often overlooked include backup and archive systems, removable data storage devices, paper-based media, and audio recordings. 

To define appropriate retention requirements, an entity first needs to understand its own business needs as well as any legal or regulatory obligations that apply to its industry or to the type of data being retained. Implementing an automated process to ensure data is automatically and securely deleted upon its defined retention limit can help ensure that account data is not retained beyond what is necessary for business, legal, or regulatory purposes.  Methods of eliminating data when it exceeds the retention period include secure deletion to complete removal of the data or rendering it unrecoverable and unable to be reconstructed. Identifying and securely eliminating stored data that has exceeded its specified retention period prevents unnecessary retention of data that is no longer needed. This process may be automated, manual, or a combination of both. 

The deletion function in most operating systems is not “secure deletion” as it allows deleted data to be recovered, so instead, a dedicated secure deletion function or application must be used to make data unrecoverable. 

Remember, if you don't need it, don't store it! 

Examples 

An automated, programmatic procedure could be run to locate and remove data, or a manual review of data storage areas could be performed. Whichever method is used, it is a good idea to monitor the process to ensure it is completed successfully, and that the results are recorded and validated as being complete. Implementing secure deletion methods ensures that the data cannot be retrieved when it is no longer needed. 
1. [bookmark: _Hlk136439372]<Individual A> will ensure there is coverage for all locations of stored account data.
2. <Individual A> will ensure there is coverage for any sensitive authentication data (like CVV) that is stored prior to completion of authorization.  
a. <Individual B> is responsible for the following:
i. Where account data is stored by a TPSP (for example, in a cloud environment), entities are responsible for working with their service providers to understand how the TPSP meets this requirement for the entity. Considerations include ensuring that all geographic instances of a data element are securely deleted.
1. The bullet above (for coverage of SAD stored prior to completion of authorization) is a best practice until 31 March 2025, after which it will be required as part of Requirement 3.2.1 and must be fully considered during a PCI DSS assessment.
1. <Individual A> is responsible for limiting data storage amount and retention time to that which is required for legal or regulatory, and/or business requirements.
2. <Individual A> is responsible for specific retention requirements for stored account data that defines length of retention period and includes a documented business justification.
3. <Individual A> is responsible processes for secure deletion or rendering account data unrecoverable when no longer needed per the retention policy.
i) <Individual A> will create a process for verifying, at least once every three months, that stored account data exceeding the defined retention period has been securely deleted or rendered unrecoverable.

Paper Storage of card holder information at <Merchant Name> is kept post-authorization per the following business reasons:
1. Reason X
2. Reason Y
3. Reason Z

<Individual A> is responsible for the security of the cardholder data that is stored on paper.  	Comment by Layman, John F.: Purpose 

Controls for physically securing media are intended to prevent unauthorized persons from gaining access to cardholder data on any media. Cardholder data is susceptible to unauthorized viewing, copying, or scanning if it is unprotected while it is on removable or portable media, printed out, or left on someone’s desk. 
1. <Individual A> Will ensure that all media with cardholder data is physically secured.
2. <Individual A> Will ensure that offline media backups with cardholder data are stored in a secure location.
3. <Individual A> will ensure that all media with cardholder data is classified in accordance with the sensitivity of the data.
4. <Individual A> will ensure that Media with cardholder data sent outside the facility is secured as follows:
a. Media is sent by secured courier or other delivery method that can be accurately tracked.
b. Management approves all media with cardholder data that is moved outside the facility (including when media is distributed to individuals).


Paper Destruction Policy

Retention of cardholder data stored on paper must not exceed <X units>.  Once the retention period has been reached the cardholder data stored on paper must be destroyed.  <Individual A> is responsible for the destruction or redaction of cardholder data that is no longer needed.  Cardholder data can be destroyed or redacted by:
1. proper methods of destruction include:
a. Cross Cut Shredding
b. Incineration
c. Pulping of the paper record
2. proper methods of redaction include:
a. Removal of all but the last 4 of the customer credit card number (PAN) by hole punch
b. Removal of all but the last 4 of the customer credit card number (PAN) by security marker or thick sharpie marker (if sharpie marker is used then the original with the card number blacked out will be copied, then the original will be destroyed, and the copy retained)

Build and Maintain a Secure Network and Systems

[bookmark: _Hlk92714194]<Individual A> is responsible for the following or they know who is responsible and <individual A> will follow-up to ensure the requirements are being met:	Comment by Layman, John F.: Purpose 

Malicious individuals often use vendor default account names and passwords to compromise operating systems, applications, and the systems on which they are installed. Because these default settings are often published and are well known, changing these settings will make systems less vulnerable to attack. 

Good Practice 

All vendor default accounts should be identified, and their purpose and use understood. It is important to establish controls for application and system accounts, including those used to deploy and maintain cloud services so that they do not use default passwords and are not usable by unauthorized individuals. 

Where a default account is not intended to be used, changing the default password to a unique password that meets PCI DSS Requirement 8.3.6, removing any access to the default account, and then disabling the account, will prevent a malicious individual from re-enabling the account and gaining access with the default password. 

Using an isolated staging network to install and configure new systems is recommended and can also be used to confirm that default credentials have not been introduced into production environments. 

Examples 

Defaults to be considered include user IDs, passwords, and other authentication credentials commonly used by vendors in their products. 
1. If the vendor default account(s) will be used, the default password is changed per Requirement 8.3.6.
2. If the vendor default account(s) will not be used, the account is removed or disabled.


Maintain a Vulnerability Management Policy

<Individual C> is responsible for the University Webserver that manages how the customer gets to the gateway for payment:
1. Security vulnerabilities are identified and managed as follows:
a. New security vulnerabilities are identified using industry-recognized sources for security vulnerability information, including alerts from international and national computer emergency response teams (CERTs).
b. Vulnerabilities are assigned a risk ranking based on industry best practices and consideration of potential impact.
c. Risk rankings identify, at a minimum, all vulnerabilities considered to be a high-risk or critical to the environment.
2. All system components are protected from known vulnerabilities by installing applicable security patches/updates as follows:
a. Critical or high-security patches/updates are installed within one month of release.
3. All payment page scripts that are loaded and executed in the consumer’s browser are managed as follows:	Comment by Layman, John F.: Purpose 

Scripts loaded and executed in the payment page can have their functionality altered without the entity’s knowledge and can also have the functionality to load additional external scripts (for example, advertising and tracking, tag management systems). 

Such seemingly harmless scripts can be used by potential attackers to upload malicious scripts that can read and exfiltrate cardholder data from the consumer browser. 

Ensuring that the functionality of all such scripts is understood to be necessary for the operation of the payment page minimizes the number of scripts that could be tampered with. 

Ensuring that scripts have been explicitly authorized reduces the probability of unnecessary scripts being added to the payment page without appropriate management approval. 

Using techniques to prevent tampering with the script will minimize the probability of the script being modified to carry out unauthorized behavior, such as skimming the cardholder data from the payment page. 

Good Practice 

Scripts may be authorized by manual or automated (e.g., workflow) processes. 

Where the payment page will be loaded into an inline frame (IFRAME), restricting the location that the payment page can be loaded from, using the parent page’s Content Security Policy (CSP) can help prevent unauthorized content being substituted for the payment page 

Definitions 

“Necessary” for this requirement means that the entity’s review of each script justifies and confirms why it is needed for the functionality of the payment page to accept a payment transaction. 

Examples 

The integrity of scripts can be enforced by several different mechanisms including, but not limited to: 
     • Sub-resource integrity (SRI), which allows the consumer browser to validate that a script has not been tampered with. 
     • A CSP, which limits the locations the consumer browser can load a script from and transmit account data to. 
     • Proprietary script or tag-management systems, which can prevent malicious script execution. 
a. A method is implemented to confirm that each script is authorized.
b. A method is implemented to assure the integrity of each script.
c. An inventory of all scripts is maintained with written justification as to why each is necessary.
i. This requirement applies to all scripts loaded from the entity’s environment and scripts loaded from third and fourth parties. 
ii. This requirement is a best practice until 31 March 2025, after which it will be required and must be fully considered during a PCI DSS assessment.


Implement Strong Access Control Measures

<Individual A> is responsible for the following or they know who is responsible and <individual A> will follow-up with DoIT or the 3rd party service provider to ensure the requirements are being met:
1. User ID Policy
a. All users are assigned a unique ID before allowing them to access system components or cardholder data.
b. Group, shared, or generic accounts, or other shared authentication credentials are only used when necessary on an exception basis, and are managed as follows: 
i. Account use is prevented unless needed for an exceptional circumstance. 
ii. Use is limited to the time needed for the exceptional circumstance. 
iii. Business justification for use is documented. 
iv. Use is explicitly approved by management. 
v. Individual user identity is confirmed before access to an account is granted.
vi. Every action taken is attributable to an individual user.
c. Access for any terminated users is immediately deactivated or removed.
2. User Authentication policies:
a. All user access to system components for users and administrators is authenticated via at least one of the following authentication factors:
i. Something you know, such as a password or passphrase.
ii. Something you have, such as a token device or smart card.
iii. Something you are, such as a biometric element.
b. If passwords/passphrases are used as authentication factors to meet Requirement 8.3.1, they are set and reset for each user as follows:
i. Set to a unique value for first-time use and upon reset.
ii. Forced to be changed immediately after the first use.
c. If passwords/passphrases are used as authentication factors to meet Requirement 8.3.1, they meet the following minimum level of complexity:
i. A minimum length of 12 characters (or IF the system does not support 12 characters, a minimum length of eight characters).
ii. Contain both numeric and alphabetic characters.
1. This requirement is a best practice until 31 March 2025, after which it will be required and must be fully considered during a PCI DSS assessment. Until 31 March 2025, passwords must be a minimum length of seven characters in accordance with PCI DSS v3.2.1 Requirement 8.2.3.
d. Individuals are not allowed to submit a new password/passphrase that is the same as any of the last four passwords/passphrases used.
e. If passwords/passphrases are used as the only authentication factor for user access (i.e., in any single factor authentication implementation) then either:
i. Passwords/passphrases are changed at least once every 90 days,
OR
ii. The security posture of accounts is dynamically analyzed, and real-time access to resources is automatically determined accordingly.
1. This requirement does not apply to service providers’ customer accounts but does apply to accounts for service provider personnel.


Test Security of Systems and Networks Regularly

<Individual A> is responsible for the following or they know who is responsible and <individual A> will follow-up with DoIT or the 3rd party service provider to ensure the requirements are being met:
1. External vulnerability scans are performed as follows: 	Comment by Layman, John F.: Purpose 

Attackers routinely look for unpatched or vulnerable externally facing servers, which can be leveraged to launch a directed attack. Organizations must ensure these externally facing devices are regularly scanned for weaknesses and that vulnerabilities are patched or remediated to protect the entity. 

Because external networks are at greater risk of compromise, external vulnerability scanning must be performed at least once every three months by a PCI SSC Approved Scanning Vendor (ASV). 

Good Practice 

While scans are required at least once every three months, more frequent scans are recommended depending on the network complexity, frequency of change, and types of devices, software, and operating systems used. 

Multiple scan reports can be combined to show that all systems were scanned and that all applicable vulnerabilities were resolved as part of the three-month vulnerability scan cycle. However, additional documentation may be required to verify non-remediated vulnerabilities are in the process of being resolved. 
a. At least once every three months. 
b. By a PCI SSC Approved Scanning Vendor (ASV). 
c. Vulnerabilities are resolved and ASV Program Guide requirements for a passing scan are met. 
d. Rescans are performed as needed to confirm that vulnerabilities are resolved per the ASV Program Guide requirements for a passing scan.
2. External vulnerability scans are performed after any significant change as follows:
a. Vulnerabilities that are scored 4.0 or higher by the CVSS are resolved.
b. Rescans are conducted as needed.
c. Scans are performed by qualified personnel and organizational independence of the tester exists (not required to be a QSA or ASV).
3. iFrame Payment Page Integrity	Comment by Layman, John F.: Purpose 

Many web pages now rely on assembling objects, including active content (primarily JavaScript), from multiple internet locations. Additionally, the content of many web pages is defined using content management and tag management systems that may not be possible to monitor using traditional change detection mechanisms. 

Therefore, the only place to detect changes or indicators of malicious activity is in the consumer browser as the page is constructed and all JavaScript interpreted. 

By comparing the current version of the HTTP header and the active content of payment pages as received by the consumer browser with prior or known versions, it is possible to detect unauthorized changes that may indicate a skimming attack. 

Additionally, by looking for known indicators of compromise and script elements or behavior typical of skimmers, suspicious alerts can be raised. 

Examples 

Mechanisms that detect and report on changes to the headers and content of the payment page include but are not limited to:

• Violations of the Content Security Policy (CSP) can be reported to the entity using the reportto or report-uri CSP directives. 

• Changes to the CSP itself can indicate tampering. 

• External monitoring by systems that request and analyze the received web pages (also known as synthetic user monitoring) can detect changes to JavaScript in payment pages and alert personnel. 

• Embedding tamper-resistant, tamper-detection script in the payment page can alert and block when malicious script behavior is detected. 

• Reverse proxies and Content Delivery Networks can detect changes in scripts and alert personnel. 

Often, these mechanisms are subscription or cloud-based, but can also be based on custom and bespoke solutions 
a. A change- and tamper-detection mechanism is deployed as follows:
i. To alert personnel to unauthorized modification (including indicators of compromise, changes, additions, and deletions) to the HTTP headers and the contents of payment pages as received by the consumer browser. 
ii. The mechanism is configured to evaluate the received HTTP header and payment page.
iii. The mechanism functions are performed as follows:
1. At least once every seven days
OR
2. Periodically (at the frequency defined in the entity’s targeted risk analysis, which is performed according to all elements specified in Requirement 12.3.1).
Security Policy

All employees that come into contact with customer cardholder data at <Merchant Name> are responsible for protecting cardholder data.  

<Individual A> is responsible for reviewing the merchant policies and procedures at least annually and polices must be updated if/when the environment changes.  
The UM System Incident Response Plan includes the following:
1. Roles, responsibilities, and communication and contact strategies in the event of a suspected or confirmed security incident, including notification of payment brands and acquirers, at a minimum. 
2. Incident response procedures with specific containment and mitigation activities for different types of incidents. 
3. Business recovery and continuity procedures. 
4. Data backup processes. 
5. Analysis of legal requirements for reporting compromises. 
6. Coverage and responses of all critical system components. 
7. Reference or inclusion of incident response procedures from the payment brands.

Merchant Incident Response Plan details the following:

<Individual A> is responsible for establishing, documenting, and distributing security incident response and escalation procedures to ensure timely and effective handling of all situations.  

<Individuals X, Y, & Z> are responsible for reporting any suspected data breaches to <individual A>.  <Individual A> is responsible for gathering all relevant information and reporting any suspected data breaches to the information security officer at the respective campus or business unit.  <Individual A> is responsible for meeting with the Information security officer not more than one week following the incident to review the results of the investigation to determine the root cause of the compromise and evaluate the effectiveness of the incident response plan.

Security Training

<Individual B> is responsible for the formal security awareness program to make all personnel aware of the cardholder data security policy and procedures.  <Individual B> is responsible for all new hires and <Individuals X, Y, & Z>.  <Individual B> will use the new hires checklist to perform the following:

1. Have all relevant staff read, understand, and attest that they have read and understood the merchant specific policies and procedures.  
2. Have all relevant staff read, understand, and attest that they have read and understand the University credit card policy (https://www.umsystem.edu/ums/fa/treasurer/payment_card_policies) 
3. Have the new hire complete the cardholder data processing agreement & annual training form  
4. Contact The Treasurer’s Office to have your new hire enrolled into the appropriate online training upon hire.  New hires are enrolled at the beginning of each month. 
a. New hires must complete the online training upon hire and annually thereafter.  
· Regular staff go through Percipio
· Hospital staff go through SABA
· Students regardless of campus go through Canvas
b. <Individual A> will maintain a training log that lists who was enrolled and when they last completed the annual training.  
5. Train the new hire with specific functional training as it relates to their job duties.  
a. For example, train them to use the specific terminal or point of sale device that they will be processing transactions on.  This training should include the desk manual that you develop.  


Terminal Physical Security

<Individual A> is responsible for developing and maintaining a Capture Device Inventory Log.  <Individual A> is responsible for making sure the inventory log has the following minimum requirements:
1. Make/Model of the terminal(s)
1. Location of the Terminal(s)
1. Serial number or unique identification number of the terminal(s)
1. Serial number(s) of the tamper tape that was added to the swipe devices.

<Individual A> is also responsible for maintaining the log so that it is updated anytime a new device is added, relocated, no longer in use, etc.  If any device the merchant has is a cellular device and is mobile then a Cellular Terminal Log must be maintained by <individual A> detailing where the device is and who is in possession of it at all times.  
<Individual A> is responsible for inspecting all terminals to look for tampering or substitution using the Capture device Periodic Inspection Procedure every 3 months or if the terminals are open to the public then DAILY.
 
<Individual A> is responsible for training <Individuals X, Y, & Z> to be aware of attempted tampering or replacement of devices as follows:
1. <Individuals X, Y, & Z> Must verify the identity of any third-party persons claiming to be repair or maintenance personnel, prior to granting them access to modify or troubleshoot devices.
a. Only Commerce Bank is authorized to access, modify, or trouble shot devices.  
b. <Individual A> will call Commerce Bank at 800-828-1629 to initiate the access.  
2. <Individuals X, Y, & Z> will not install, replace, or return devices without verification by <Individual A>.
3. <Individuals X, Y, & Z> will be aware of suspicious behavior around devices (for example, attempts by unknown persons to unplug or open devices).
4. <Individuals X, Y, & Z> will report suspicious behavior and indications of tampering or substitution to <individual A>.

The terminal physical security policies and operational procedures is documented, in use, and known to all affected parties.

Service Providers Policy 

<Individual A> is responsible for the following as it pertains to managing third party service providers:

1. Maintain a list of all service providers that <Merchant Name> account data is shared or that could affect the security of account data is maintained, including a description for each of the services provided.

	Service Provider Name
	Service(s) Performed

	Example: Chase Paymentech
	Acquiring Bank and payment processor

	Example: TouchNet
	E-commerce Gateway

	Example: Cintas
	Document secure storage and destruction

	
	

	
	



2. Written agreements with TPSPs are maintained as follows:
a. Written agreements are maintained with all TPSPs (3rd party Service Providers) with which account data is shared or that could affect the security of the CDE (Card Holder Data Environment).
b. Written agreements include acknowledgments from TPSPs that they are responsible for the security of account data the TPSPs possess or otherwise store, process, or transmit on behalf of the entity, or to the extent that they could impact the security of the entity’s CDE.
3. <Merchant> will complete the 3rd party check list before a new 3rd party service provider is to be added to the cardholder data environment to ensure proper due diligence 
4. The Treasurer’s Office monitors the TPSPs’ PCI DSS compliance status at least once every 12 months.
5. Information is maintained about which PCI DSS requirements are managed by each TPSP, which are managed by the entity, and any that are shared between the TPSP and the entity.
a. A “Responsibility Matrix” should be given to <Merchant> to satisfy this requirement.







