
  
March 17, 2025 

REQUEST FOR PROPOSAL 31189 

 

Hospital Patient Access – Financial Counseling 

Digital Registration-Intake 
for 

The Curators of the University of Missouri 
on behalf of University of Missouri Health Care 

(Hereafter referred to as MUHC) 
 

CONTACT & SUBMITTALS 

Rick Hess 

Strategic Sourcing Specialist 
Office: 573.882.1643 

RJH2c4@Health.Missouri.edu 

MUHC Quarterdeck Building 
2401 LeMone Industrial Blvd, Ste 171 

Columbia, MO 65201 

 

Deadline for Questions/Explanations/Interpretations 

Friday, March 28, 2025 @ 5:00 PM Central Time 
 

Sealed or Emailed Proposals Accepted Until 

Wednesday, April 23, 2025 @ 3:00 PM Central Time 

mailto:RJH2c4@Health.Missouri.edu
https://www.muhealth.org/


RFP 31189 Page 1 

 

TABLE OF CONTENTS 

REQUEST FOR PROPOSAL ANNOUNCEMENT……….………….………………………………….……………………… 3 

1.0 GENERAL INFORMATION FOR RESPONDENTS ................................................................................. 4 

1.1 Solicitation Document: .................................................................................................................. 4 

1.2 Preparation of Solicitations: .......................................................................................................... 4 

1.3 Submission of Solicitation: ............................................................................................................ 5 

1.4 Withdrawal of Solicitation Response: ........................................................................................... 5 

1.5 Open Records & Confidentiality: ................................................................................................... 6 

1.6 Evaluation and Award: .................................................................................................................. 6 

1.7 Contract Award and Assignment: ................................................................................................. 6 

1.8 Payment: ....................................................................................................................................... 7 

1.9 Shipments: .................................................................................................................................... 7 

1.10 Purchase Order / Invoice Requirements ....................................................................................... 7 

2.0 STATEMENT OF WORK ...................................................................................................................... 7 

2.1 Background ................................................................................................................................... 7 

2.2 Objective (Purpose) ....................................................................................................................... 8 

2.3 Scope of Work & Required Submissions ...................................................................................... 8 

3.0 GENERAL TERMS AND CONDITIONS ................................................................................................ 9 

3.1 Governing Laws and Regulations: ................................................................................................. 9 

3.2 Taxes: ............................................................................................................................................. 9 

3.3 Sovereign Immunity: ..................................................................................................................... 9 

3.4 Preference for Missouri Firms: ...................................................................................................... 9 

3.5 Appropriation: ............................................................................................................................. 10 

3.6 Equal Opportunity and Non-Discrimination: .............................................................................. 10 

3.7 Applicable Laws and Regulations: ............................................................................................... 10 

3.8 OSHA requirements: ................................................................................................................... 10 

3.9 Anti-Discrimination Against Israel Act: ........................................................................................ 11 

3.10 Applicable Digital Accessibility Laws and Regulations: ............................................................... 11 

3.11 Applicable Health Related Laws and Regulations: ...................................................................... 11 

3.12 Excluded Individuals/Entities: ..................................................................................................... 12 

3.13 Compliance with CDC Guidelines (if applicable): ........................................................................ 12 

3.14 Inventions, Patents, and Copyrights: .......................................................................................... 12 

3.15 Gifts: ............................................................................................................................................ 13 



RFP 31189 Page 2 

 

3.16 Third Party Software: .................................................................................................................. 13 

3.17 MUHC Premises: ......................................................................................................................... 13 

3.18 Use of MUHC Marks: ................................................................................................................... 13 

3.19 Debarment and Suspension Certification: .................................................................................. 13 

3.20 Cooperative Purchasing: ............................................................................................................. 13 

3.21 Contract Assignment: .................................................................................................................. 14 

3.22 Contract Termination for Cause: ................................................................................................. 14 

3.23 Contract Termination for Convenience: ...................................................................................... 14 

3.24 Force Majeure: ............................................................................................................................ 14 

3.25 Warranty and Acceptance: .......................................................................................................... 15 

3.26 Accounting Practices: .................................................................................................................. 15 

3.27 Personal Information: ................................................................................................................. 15 

 
Proposal Submission Attachments 

 

• Attachment A: “Instructions to Respondents Specific to this RFP” 

o Informative – Submission not required. 

 

Volume I (RFP Submittals – All but Financials) – MUST SUBMIT 

• Attachment B: “Statement of Work with Required Responses” 

• Attachment C: “Supplier Diversity Participation Form” 

• Attachment D: “Supplier Registration Information” 

• Attachment E: “IT Security Questionnaire” 

• Attachment F: “Data Breach Insurance Addendum” 

• Attachment G: “IdP Integration Questionnaire” 

• Attachment PA: “Proposal Agreement” 

 

Volume II (RFP Submittal – Financials) – MUST SUBMIT 

• Attachment FW: “Financial Worksheet” 
 

  



RFP 31189 Page 3 

 

REQUEST FOR PROPOSAL – ANNOUNCEMENT 
RFP 31189, Digital Registration-Intake 

Sealed or Emailed Proposals Accepted Until 
Wednesday, April 23, 2025 @ 3:00 PM Central Time 

PROPOSALS RECEIVED AFTER THIS DATE AND TIME WILL NOT BE CONSIDERED 

The Curators of the University of Missouri on behalf of University of Missouri Health Care (hereafter referred to as MUHC) requests 
proposals for all services required for the implementation, support, and maintenance of a “Digital Registration-Intake” solution. 

If you wish to receive an electronic copy of the entire RFP in PDF or any section of the RFP in its original electronic format, please 
contact Rick Hess via email at RJH2c4@Health.Missouri.edu referencing “RFP 31189, Digital Reg-Intake” and specify the desire. 

To ensure inclusion of all RFP correspondences, Register as Participant by submitting a very brief “Letter of Intent” (LOI) via email 
to Rick Hess at RJH2c4@Health.Missouri.edu, referencing “RFP 31189, Digital Reg-Intake” in the subject and on the LOI email: 

• An interest in submitting a proposal and receiving all RFP updates and modifications, 
• The name, title, contact information, and role in the RFP process for the person who you wish to receive RFP updates 

and modifications (amendment), 
• Stating the deadline for submitting questions (Friday, March 28, 2025 @ 5:00PM CDT), and 
• The deadline for submitting proposals (Wednesday, April 23, 2025 @ 3:00PM CDT). 
 

SCHEDULE OF EVENTS, TENTATIVE: 
 

 

MU Health Care: 

• Reserves the right to make multiple awards, to accept or reject any or all responses, and to waive any technicality or 
informality in response to the Solicitation at MUHC’s sole discretion. 

• Is prohibited from making an award to an individual, firm, or sub-service provider that is debarred from receiving awards 
from a federal department or agency in accordance with Executive Order 12549 (2/18/86).   

Solicitation: Monday, March 17, 2025 

DEADLINE FOR RFP QUESTIONS: Friday, March 28, 2025 @ 5:00 PM CDT 

Release of Final Addendum/Amendment: Wednesday, April 9, 2025, by end of day 

DEADLINE FOR SUBMITTING PROPOSALS: Wednesday, April 23, 2025 @ 3:00 PM CST 

Proposal Reviews Wednesday, April 30. 2025 – Thursday, May 1, 2025 

Oral Presentations of Proposals: Monday, May 12, 2025 – Wednesday, May 21, 2025 

Notice of Award By end of day Friday, May 23, 2025 

Contract Submission by Awarded Supplier: By end of day Friday, May 30, 2025 

Begin Contractual and IT Reviews Monday, June 2, 2025 

Complete Reviews w-Fully Executed Documents By end of day Friday, July 25, 2025 

  

Begin Implementation by: Monday, August 4, 2025 

Complete Implementation / Go Live by: Monday, October 13, 2025 

mailto:RJH2c4@Health.Missouri.edu
mailto:RJH2c4@Health.Missouri.edu
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1.0 GENERAL INFORMATION FOR RESPONDENTS 

Except as otherwise specifically provided herein: 

• “MUHC” shall refer to “The Curators of the University of Missouri on behalf of University of 
Missouri Health Care”. 

• “Respondent” refers to the person or entity that is responding to this Solicitation. 
• “Supplier” shall mean the successful Respondent(s) awarded a Contract as a result of this 

Solicitation. 
• “Solicitation” shall mean the Request for Quotation, Request for Qualification, Request for 

Bids, Request for Proposal, or other competitive procurement process for which Respondent 
is submitting a response. 

• “Contract” shall mean the contract awarded pursuant to this Solicitation. 

1.1 Solicitation Document: 

Respondents are expected to examine the complete Solicitation document and all attachments 
including, but not limited to, drawings, specifications, and instructions. Failure to do so is at 
Respondents’ risk.  It is Respondents’ responsibility to ask questions, request changes or clarifications, 
or otherwise advise MUHC if any language, specifications or requirements of the Solicitation appear 
to be ambiguous, contradictory, and/or arbitrary, or appear to inadvertently restrict or limit the 
requirements stated in the Solicitation to a single source. 

Any and all communications from Respondents regarding specifications, requirements, or the 
Solicitation process should be directed to the MUHC contracting specialist of record (as referenced on 
cover page). 

This Solicitation and any attachments constitute the complete set of specifications and response 
forms.  No verbal or written information that is obtained other than through this Solicitation or its 
amendment shall be binding on MUHC. No employee of MUHC is authorized to interpret any portion 
of this Solicitation or give information as to the requirements of the Solicitation in addition to that 
contained in or amended to this written Solicitation document. In the event of any doubt or difference 
of opinion as to the true intent of the Solicitation, the decision of MUHC's Director of Supply Chain 
Operations shall be final and binding on all parties. 

1.2 Preparation of Solicitations: 

All Solicitation responses must be submitted in the format specified in the detailed specifications. To 
receive consideration, Solicitation responses must be received prior to the due date and time stated. 

Unless otherwise specifically stated in the Solicitation, all specifications and requirements constitute 
minimum requirements. All Solicitation responses must meet or exceed the stated specifications or 
requirements. All equipment and supplies offered must be new, of current production, and available 
for marketing by the manufacturer unless the Solicitation clearly specifies that used, reconditioned, 
or remanufactured equipment and supplies may be offered. Unless specifically stated and allowed in 
the Solicitation, all pricing submitted in response to this Solicitation is firm and fixed. 

Whenever the name of a manufacturer, trade name, brand name, or model and catalog numbers 
followed by the words "or equal" or "approved equal" are used in the specifications, it is for the 
purpose of item identification and to establish standards of quality, style, and features.  Proposals on 
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equivalent items of the same quality are invited. However, to receive consideration, such equivalent 
proposals must be accompanied by sufficient descriptive literature and/or specifications to clearly 
identify the item and provide for competitive evaluation. MUHC will be the sole judge of equality and 
suitability. Whenever the name of a manufacturer is mentioned in the specifications and the words 
"or equal" do not follow, it shall be deemed that the words "or equal" follow unless the context 
specifies "no substitution."  Unless noted on the Solicitation financial form, it will be deemed that the 
article furnished is that designated by the specifications.  MUHC reserves the right to return, at 
Supplier’s expense, all items that are furnished which are not acceptable as equals to items specified 
and Supplier agrees to replace such items with satisfactory items at the original proposed price. 

Time will be of the essence for any orders placed as a result of this Solicitation. MUHC reserves the 
right to cancel any orders, or part thereof, without obligation if delivery is not made in accordance 
with the schedule specified by the Suppliers response and accepted by MUHC. Unless otherwise 
specified in the detailed specifications or financial form, pricing shall include all packing, handling, and 
shipping charges FOB destination, freight prepaid and allowed. Risk of loss damage to the goods prior 
to the time of their receipt and acceptance by MUHC is upon the Supplier. 

1.3 Submission of Solicitation: 

Respondent shall furnish information required by the Solicitation in the form requested. All Solicitation 
responses shall be submitted by a duly authorized representative of the Respondent’s organization. 

By submitting a response to this Solicitation, Respondent agrees to provide the specified equipment, 
supplies and/or services in the Solicitation, at the prices quoted, pursuant to all requirements and 
specifications contained therein.  Furthermore, Respondent certifies that: (1) the Solicitation response 
is genuine and is not made in the interest of or on behalf of any undisclosed person, firm, or 
corporation, and is not submitted in conformity with any agreement or rules of any group, association, 
or corporation; (2) Respondent has not directly or indirectly induced or solicited any other Respondent 
to submit a false or sham response to this Solicitation; (3) Respondent has not solicited or induced any 
person, firm, or corporation to refrain from responding; (4) Respondent has not sought by collusion 
or otherwise to obtain any advantage over any other Respondent or over MUHC. 

If Respondent provides any "personal information" as defined in §105.1500, RSMo concerning an 
entity exempt from federal income tax under Section 501(c) of the Internal Revenue Code of 1986, as 
amended, Respondent understands and agrees that it is voluntarily choosing to seek a contract with 
MUHC and providing such information for that purpose. MUHC will treat such personal information in 
accord with §105.1500, RSMo.  Respondent acknowledges that MUHC (1) is not requesting such 
personal information be submitted by Respondent in response to the Solicitation, (2) it does need 
Respondent’s personal information, and (3) should Respondent choose to submit personal 
information in its response, it must be clearly marked. 

1.4 Withdrawal of Solicitation Response: 

Prior to the date and time designated for receipt of Solicitation response, Respondent may withdraw 
their response by providing written notification from a duly authorized representative of the 
Respondent and received at the designated location prior to the date and time set for the Solicitation 
closing.  Solicitation responses may be withdrawn in person before the Solicitation closing upon 
presentation of proper identification. Respondent may not withdraw its response for a period of ninety 
(90) calendar days after the time designated for receipt of Solicitation responses unless the response 
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contains an obvious and documented error for which it would be a manifest injustice to require 
Supplier to perform pursuant to such terms. 

1.5 Open Records & Confidentiality: 

All submissions, information, and materials received by MUHC in connection with a Solicitation 
response shall be deemed open records pursuant to 610.021 RSMo.  If Respondent believes any of the 
information contained in Respondent's response is exempt from 610.021 RSMo, Respondent's 
response must specifically identify the material which is deemed to be exempt and cite the legal 
authority for the exemption; otherwise, MUHC will treat all materials received as open records.  MUHC 
shall make the final determination as to what materials are or are not exempt. 

1.6 Evaluation and Award: 

Any clerical errors, apparent on its face, may be corrected by MUHC before the Contract award. Upon 
discovering an apparent clerical error, MUHC shall contact Respondent and request clarification of the 
intended submission. The correction shall be incorporated in the notice of award.  MUHC reserves the 
right to request clarification of any portion of the supplier’s response in order to verify the intent. 
Respondent is cautioned, however, that its response may be subject to acceptance or rejection 
without further clarification. 

MUHC reserves the right to make an award to the responsive and responsible Respondent whose 
product or service meets the terms, conditions, and specifications of the Solicitation and whose 
submission is considered to best serve MUHC's interest. In determining responsiveness and the 
responsibility of the Respondent, the following shall be considered when applicable: the ability, 
capacity, and skill of Respondent to perform as required; whether Respondent can perform promptly, 
or within the time specified without delay or interference; the character, integrity, reputation, 
judgment, experience and efficiency of Respondent; the quality of past performance by Respondent; 
the previous and existing compliance by Respondent with related laws and regulations; the sufficiency 
of Respondent's financial resources; the availability, quality and adaptability of Respondent’s 
equipment, supplies and/or services to the required use; the ability of Respondent to provide future 
maintenance, service and parts. 

MUHC reserves the right to make multiple awards, to accept or reject any or all responses, and to 
waive any technicality or informality in response to the Solicitation at MUHC’s sole discretion. 

MUHC has established formal protest procedures.  For more information about these procedures, 
contact the Buyer of Record. In case of any doubt or difference of opinion as to the items and/or 
services to be furnished hereunder, the decision of the Assistant Vice President of Management 
Services, UM System shall be final and binding upon all parties.   

1.7 Contract Award and Assignment: 

The successful Respondent(s) shall enter a Contract with MUHC in a form approved by MUHC. The 
Contract Documents shall include, unless otherwise specified in the resulting Contract, the 
Advertisement for Solicitation, Specifications and Amendments, Exhibits, Solicitation Form and Terms 
and Conditions, Form of Contract, Statement of Work, Letter of Award, University Purchase Order, and 
Form of Performance Bond, if required. 
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1.8 Payment: 

The preferred settlement method is using Electronic Accounts Payable solutions. Payment terms 
associated with these forms of payment will be issued as net 30 after the date of invoice.  Payment 
terms associated with settlement by check will be net 30 days.  Cash discounts for prompt payment 
may be offered, but they will not be considered in determination of award unless specifically stated in 
the line attributes or attached Detailed Specifications.  MUHC may withhold payment or make such 
deductions as may be necessary to protect MUHC from loss or damage on account of defective work, 
claims, damages, or to pay for repair or correction of equipment or supplies furnished hereunder. 
Payment may not be made until satisfactory delivery and acceptance by MUHC and receipt of the 
correct invoice have occurred. 

For consulting services and/or contract labor services performed for MU Health Care, the hourly rate 
and the number of hours worked must be included in the agreement and/or on the invoice submitted.  
Payment may not occur unless this information has been provided. 

MUHC encourages Respondents to opt into its Single-Use Account (SUA) credit card program for 
payment of invoices.  The SUA is an electronic, credit card-based payment solution that acts like a 
check.  It provides a single 16-digit virtual account number for each payment.  Similar to a check, the 
credit limit on each SUA is set to the specific payment amount.  Payment terms for Respondents who 
participate in the SUA program are Net 0 as opposed to the standard Net 30 terms. 

1.9 Shipments: 

Shipments shall be marked as directed on the resulting Purchase Order or Contract. 

1.10 Purchase Order / Invoice Requirements 

MUHC shall not be responsible for articles or services furnished without a Purchase Order.  

All invoices and correspondence shall show the Purchase Order Number. All invoices must contain full 
descriptive information on items or service furnished. Separate invoices shall be rendered for each 
order and forwarded to MUHC. 

2.0 STATEMENT OF WORK 

2.1 Background 

THE UNIVERSITY OF MISSOURI has provided teaching, research, and service to Missouri since 1839.  
It was the first publicly supported institution of higher education established in the Louisiana Purchase 
territory.  Today, the University of Missouri is one of the nation’s largest higher education institutions 
with more than 73,000 students, 28,000 faculty and staff on four campuses with extension program 
activities in every county of the state including comprehensive distance learning services and an 
extensive health care network.   

UNIVERSITY OF MISSOURI HEALTH CARE (MUHC): As part of the state’s premier academic health 
system with a mission to save and improve lives, MUHC offers a full spectrum of care, ranging from 
primary care to highly specialized, multidisciplinary treatment for patients with the most severe 
illnesses and injuries. Patients from each of Missouri’s 114 counties are served by approximately 640 
faculty physicians, and an additional 200 healthcare providers. The full complement of MUHC clinical 
and supportive staff includes over 8,500 physicians, nurses and health care professionals. With 
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initiatives such as the Culture of Yes and healthy lifestyle challenges, MUHC is a premier destination 
not only for patients, but also for job seekers. 

MUHC is currently comprised of six hospitals: Ellis Fischel Cancer Center, the Missouri Orthopaedic 
Institute, the Missouri Psychiatric Center, University Hospital, the new Children’s Hospital, and the 
addition of Capital Region Medical Center as of January 1, 2024, plus over 60 outpatient clinics. The 
inpatient hospitals have a combined 595 beds. Affiliates of MUHC include Columbia Family Medical 
Group, Columbia Surgical Associates, Health Network of Missouri, MPact Health and Rusk 
Rehabilitation Center. MUHC also partners with the Oracle Corporation, a Missouri based supplier of 
health information technology solutions, services, devices, and hardware through the Tiger Institute 
for Health Innovation. The Tiger Institute serves MUHC’s IT functions along with working alongside 
MUHC clinicians and staff to develop innovative improvements to Cerner technology products. The 
health system is consistently ranked as a top performer in information technology advances. MU 
Health Care’s Ellis Fischel Cancer Center is an affiliate of MD Anderson Cancer Network® MU Health 
Care is one of only two tier-one safety net health systems in Missouri (the other being Truman Medical 
Center in Kansas City). 

2.2 Objective (Purpose) 

To enter a long-term partnership with a professional team of experts in the support and maintenance 
of all phases and applications of a comprehensive Digital Registration-Intake system. 

2.3 Scope of Work & Required Submissions 

SEE ATTACHMENTS 

 

Proposal Submission Attachments 

 

• Attachment A: “Instructions to Respondents Specific to this RFP” 

o Informative – Submission not required. 

Volume I (RFP Submittals – All but Financials) – MUST SUBMIT 

• Attachment B: “Statement of Work with Required Responses” 

• Attachment C: “Supplier Diversity Participation Form” 

• Attachment D: “Supplier Registration Information” 

• Attachment E: “IT Security Questionnaire” 

• Attachment F: “Data Breach Insurance Addendum” 

• Attachment G: “IdP Integration Questionnaire” 

• Attachment PA: “Proposal Agreement” 

Volume II (RFP Submittal – Financials) – MUST SUBMIT 

• Attachment FW: “Financial Worksheet” 

 



RFP 31189 Page 9 

 

3.0 GENERAL TERMS AND CONDITIONS 

Except as otherwise specifically provided herein: 

• “MUHC” shall refer to “The Curators of the University of Missouri on behalf of University of 
Missouri Health Care”. 

• “Respondent” refers to the person or entity that is responding to this Solicitation. 
• “Supplier” shall mean the successful Respondent(s) awarded a Contract as a result of this 

Solicitation. 
• “Solicitation” shall mean the Request for Quotation, Request for Qualification, Request for 

Bids, Request for Proposal, or other competitive procurement process for which Respondent 
is submitting a response. 

• “Contract” shall mean the contract awarded pursuant to this Solicitation. 

3.1 Governing Laws and Regulations: 

Any Contract issued as a result of this Solicitation shall be governed by the laws of the State of Missouri 
without giving effect to the conflict of laws principles.  Any action to enforce the provisions of a 
Contract issued as a result of this Solicitation shall be brought in a court of competent jurisdiction and 
proper venue in the State of Missouri.  Additionally, the Supplier shall comply with all local, state, and 
federal laws, ordinances and regulations related to the performance of the Contract to the extent that 
the same may be applicable. 

3.2 Taxes: 

The Supplier shall assume and pay all taxes and contributions including, but not limited to, State, 
Federal and Municipal which are payable by virtue of the furnishing and delivery of item(s) specified 
herein.  Materials and services furnished to MUHC are not subject to either Federal Excise Taxes or 
Missouri Sales Tax. 

3.3 Sovereign Immunity: 

The Curators of the University of Missouri, due to its status as a state entity and its entitlement to 
sovereign immunity, is unable to accept contract provisions, which require The Curators to indemnify 
another party (537.600, RSMo). Neither the issuance of this Solicitation, resulting Contract nor any 
other conduct, action or inaction of any MUHC representative relating to the Solicitation and any 
resulting Contract is a waiver of sovereign immunity by MUHC. Any indemnity language in the 
proposed terms and conditions will be modified to conform to language acceptable to MUHC. 

3.4 Preference for Missouri Firms: 

In accordance with University of Missouri policy, preference shall be given to Missouri products, 
materials, services, and firms when the goods or services to be provided are equally or better suited 
for the intended purpose.  In assessing overall value, consideration will be given to the extent to which 
proximity or Missouri preference of the Respondent provides potential advantages or reduction of 
risks.  Firms are considered "Missouri firms" if they maintain a regular place of business in the State of 
Missouri. 



RFP 31189 Page 10 

 

3.5 Appropriation: 

The Curators of the University of Missouri is a public corporation and, as such, cannot create 
indebtedness in any one year (the fiscal year beginning July 1 to June 30) above what they can pay out 
of the annual income of said year as set forth in 172.250, RSMo.  Therefore, if MUHC determines it 
has not received adequate appropriations, budget allocations or income to enable it to meet the terms 
of the awarded Contract, MUHC reserves the right to cancel the Contract with 30 days’ notice.   

3.6 Equal Opportunity and Non-Discrimination: 

In connection with the furnishing of equipment, supplies, and/or services as a result of this 
Solicitation, the Supplier and all subcontractors shall not discriminate against any recipients of 
services, or employees or applicants for employment on the basis of race, color, national origin, 
ancestry, religion, sex, pregnancy, sexual orientation, gender identity, gender expression, age, 
disability, protected veteran status, or any other status protected by applicable state or federal law. 
The Supplier shall comply with federal laws, rules, and regulations applicable to subcontractors of 
government contracts including those relating to equal employment of minorities, women, persons 
with disabilities, certain veterans and based on sexual orientation and gender identity, and shall 
comply with such laws, rules and regulations as each may be amended from time to time.  Contract 
clauses required by the United Sates Government in such circumstances are incorporated herein by 
reference.  

 

3.7 Applicable Laws and Regulations: 

MUHC serves from time to time as a contractor for the United States government and/or State of 
Missouri. Accordingly, the provider of goods and/or services shall comply with federal and state laws, 
rules and regulations applicable to subcontractors of government contracts, including those relating 
to equal employment opportunity and affirmative action in the employment of minorities (Executive 
Order 11246), women (Executive Order 11375), persons with disabilities (29 USC 706 and Executive 
Order 11758), certain veterans (38 USC 4212 formerly [2012]) contracting with business concerns with 
small disadvantaged business concerns (Publication L. 95-507), and work authorization programs 
including E-Verify (Immigration Reform and Control Act of 1986). Supplier shall comply with contract 
clauses required by the Government in such circumstances, and such clauses are incorporated herein 
by reference. 

3.8 OSHA requirements: 

All items or services to be furnished hereunder shall meet all applicable State and Federal 
requirements of the Occupational Safety and Health Standard. All alleged violations and deviations 
from said State and Federal regulations or standards of the items of services to be furnished 
hereunder, must be set forth at the time of submission of the response. Or if at any later date the 
items or services contained herein shall not meet all applicable state and federal requirements after 
the Supplier is awarded the Contract hereunder, the Supplier must notify UM Procurement 
immediately in writing. 
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3.9 Anti-Discrimination Against Israel Act: 

If the Contract resulting from this Solicitation involves the acquisition or disposal of services, supplies, 
information technology, or construction and has a total potential value of $100,000 or more, and if 
Supplier is a company with ten (10) or more employees, then Supplier certifies that it, and any 
company affiliated with it, does not boycott Israel and will not boycott Israel during the term of the 
Contract. In this paragraph, the terms “company” and “boycott Israel” shall have the meanings 
described in Section 34.600 of the Missouri Revised Statutes. 

3.10 Applicable Digital Accessibility Laws and Regulations: 

MUHC affords equal opportunity to individuals with disabilities in its employment, services, programs 
and activities in accordance with federal and state laws, including Section 508 of the Rehabilitation 
Act, 36 C.F.R., Pt. 1194.  This includes effective communication and access to electronic and 
information communication technology resources, and MUHC expects that all products will, to the 
greatest extent possible, provide equivalent ease of use for individuals with disabilities as for non-
disabled individuals.  The University of Missouri has adopted the Web Content Accessibility Guidelines 
(WCAG), as specified by the University of Missouri Digital Accessibility Policy. 

Supplier shall: (1) deliver all applicable services and products in reasonable compliance with University 
standards (Web Content Accessibility Guidelines 2.0, Level AA or above); (2) provide MUHC with an 
Accessibility Conformance Report detailing the product’s current accessibility according to WCAG 
standards using the latest version of the Voluntary Product Accessibility Template (VPAT); (3) if 
accessibility issues exist, provide a “roadmap” plan for remedying those deficiencies on a reasonable 
timeline to be approved by MUHC; (4) promptly respond to assist MUHC with resolving any 
accessibility complaints and requests for accommodation from users with disabilities resulting from 
Supplier’s failure to meet WCAG guidelines at no cost to MUHC; and (5) indemnify and hold MUHC 
harmless in the event of any claims arising from inaccessibility.  

When installation, configuration, integration, updates, or maintenance are provided, the Supplier 
must ensure these processes are completed in a way that does not reduce the original level of WCAG 
conformance.  If at any point after procurement it is determined that accessibility improvements need 
to be made in order to comply with the WCAG standards, the Supplier agrees to work with MUHC to 
remedy the non-compliance by submitting a roadmap detailing a plan for improvement on a 
reasonable timeline.  Resolution of reported accessibility issue(s) that may arise should be addressed 
as high priority, and failure to make satisfactory progress towards compliance with WCAG, as agreed 
to in the roadmap, shall constitute a breach of contract and be grounds for termination or non-renewal 
of the agreement.   

3.11 Applicable Health Related Laws and Regulations: 

If these specifications or any resulting Contract involves health care services or products, then the 
following provisions apply: (i)Supplier agrees to maintain and will further assure such compliance by 
its employees or subcontractors, the confidential nature of all information which may come to Supplier 
with regard to patients of MUHC.  All services provided pursuant to this Contract shall be provided in 
accordance with all applicable federal and state laws including The Health Insurance Portability and 
Accountability Act of 1996, Public Law 104-191, sections 261-264 (the Administrative Simplification 
sections) and any other regulatory agency;  (ii) Supplier represents that it is not excluded from 
participating in federal health care programs including Medicare and Medicaid, and is not debarred or 
suspended or listed on the General Services Administration’s List of Parties Excluded from Federal 
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Procurement or Non-procurement Programs; Supplier will notify University if it becomes excluded, 
debarred, or suspended during the term of the resulting Contract, Supplier will correct any breach of 
warranty at Supplier’s sole expense. MUHC does not waive any warranty by acceptance of goods, 
services or payment, and reserves all rights and remedies; and (iii) If the Supplier should be deemed 
a subcontractor of MUHC subject to the disclosure requirements of 42 U.S.C. § 1395x(v)(1), Supplier 
shall, until the expiration of four years after the furnishing of services pursuant to the resulting 
Contract, make available upon request to the Secretary, U.S. Department of Health and Human 
Services, and the U. S. Comptroller General, or any of their duly authorized representatives, a copy of 
the resulting Contract and the books, documents and records of services that are necessary to certify 
the nature and extent of the costs incurred under this resulting Contract by Supplier.  If services or any 
duties of the resulting Contract are through a subcontractor with a value or cost of $10,000 or more 
over a 12-month period with a third party, such subcontract shall contain a clause to the effect that 
should the third party be deemed a related organization, until the expiration of four years after the 
furnishing of services pursuant to such subcontract, the third party shall make available upon request 
to the Secretary, U.S. Department of Health and Human Services, and the U. S. Comptroller General, 
or any of their duly authorized representatives,  a copy of the subcontract and the books, documents 
and records of such third party that are necessary to verify the nature and extent of the costs incurred 
under this resulting Contract by Supplier.  No attorney-client, accountant-client or other legal privilege 
will be deemed to have been waived by either Party as a result of this resulting Contract;  (iv) In relation 
to and for purposes of compliance with the “Stark” law, 42 U.S.C. § 1395nn, Supplier represents and 
warrants that: (i) it is not a physician owned distributor or “POD”, (ii) it is not owned by one or more 
providers or physicians (as defined by the Stark law), and (iii) there are no physicians or providers with 
investment interests in the Supplier, in the case of (ii) and (iii) where any such ownership or investment 
interest would cause this arrangement to create a financial relationship between a “DHS entity” and 
a physician (hereinafter a “Stark Entity”). In the event the above representation and warranty changes 
so that it is inaccurate, Supplier will provide MUHC with prompt written notice and the parties will 
negotiate any amendments to this Agreement necessary to ensure compliance with the Stark law. 

3.12 Excluded Individuals/Entities: 

MUHC will regularly check the "List of Excluded Individuals/Entities" (LEIE), maintained by the Office 
of Inspector General, United States Department of Health and Human Services (“OIG”) to determine 
if any Respondents have been excluded from participation in federal health care programs, as that 
term is defined in 42 U.S.C. §1320a-7b(f).  MUHC reserves the sole right to reject any Respondents 
who are excluded by the OIG, who have been debarred by the federal government, or who have 
otherwise committed any act that could furnish a basis for such exclusion or debarment.  

3.13 Compliance with CDC Guidelines (if applicable): 

Supplier will monitor and comply with CDC and other federal, state, and local guidance related to any 
pandemic or global health concern; modifications to UHC operating procedures; and directives of 
MUHC relating to protection of the health and safety of MUHC community. 

3.14 Inventions, Patents, and Copyrights: 

The Supplier shall pay for all royalties, license fees, patent or invention rights, or copyrights and defend 
all suits or claims for infringements of any patent or invention right or copyrights involved in the items 
furnished hereunder.  The Supplier shall indemnify, defend, protect, and hold harmless MUHC its 
officers, agents, servants, and employees against all suits of law or in equity resulting from patent and 
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or copyright infringement concerning the Supplier’s performance or products produced under the 
terms of the Contract. 

Copyrights for any item developed for MUHC shall be the property of MUHC and inure to its benefit 
and the Supplier shall execute such documents as MUHC may require for the perfection thereof. 

3.15 Gifts: 

Any Respondent to this Solicitation or Supplier shall refrain from offering any offers of gifts to MUHC, 
and all MUHC employees, in accordance with University of Missouri Policy # 26301, Suppliers. 

 

3.16 Third Party Software: 

If the resulting Contract contemplates or requires the use of third-party software, Supplier represents 
that none of the mandatory click-through, unsigned, or web-linked terms and conditions presented or 
required before using such third-party software conflict with any term of the resulting Contract or that 
it has authority to modify such third-party software’s terms and conditions to be subordinate to the 
resulting Contract.  Supplier shall indemnify and defend MUHC against all claims resulting from an 
assertion that any such third-party terms and conditions are not in accord with, or subordinate to, the 
resulting Contract. 

3.17 MUHC Premises: 

If this resulting Contract requires Supplier’s presence on MUHC's premises or in MUHC’s facilities, 
Supplier will cause its employees, representatives, agents, and subcontractors to become aware of, 
fully informed about, and in full compliance with all applicable MUHC rules and policies, including but 
not limited to those relative to personal health, security, environmental quality, safety, fire prevention, 
noise, smoking, and access restrictions. 

3.18 Use of MUHC Marks: 

Supplier shall not use the name or indicia of MUHC, nor of any of MUHC’s employees, in any manner 
of publicity, advertising, or news releases without prior written approval of MUHC. 

3.19 Debarment and Suspension Certification: 

The Supplier certifies to the best of its knowledge and belief that it and its principals are not presently 
debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from 
covered transactions by any Federal department or agency in accordance with Executive Order 12549 
(2/18/86). 

3.20 Cooperative Purchasing: 

The intended coverage of this Solicitation, and any Agreement resulting from this Solicitation, shall be 
for the use by any MUHC location.  It shall also be available for use by all faculty, staff, students, 
departments, locations, and affiliates of MUHC, as applicable.  MUHC has various affiliates and is also 
a member of a collaborative called Health Network of Missouri.  

MUHC seeks to make the terms and prices of this Contract available to MUHC’s affiliates and Health 
Network of Missouri members.  Unless specifically included in the scope of this Solicitation, extension 
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of the terms and prices to any or all affiliates and/or Health Network of Missouri members is at the 
discretion of the Supplier and shall not be considered in the award of this Contract.  The contractor 
shall further understand and agree that participation by affiliates and/or Health Network of Missouri 
members is discretionary on the part of these institutions, and MUHC bears no financial responsibility 
for any payments due the contractor by such entities, nor will MUHC be responsible for contract 
administration for other institutions. 

3.21 Contract Assignment: 

The Contract to be awarded and any amount to be paid thereunder shall not be transferred, sublet, 
or assigned without the prior approval of MUHC. 

3.22 Contract Termination for Cause: 

In the event the Supplier violates any provisions of the resulting Contract, MUHC may serve written 
notice upon Supplier and Surety setting forth the violations and demanding compliance with the 
Contract. Unless within ten (10) days after serving such notice, such violations shall cease and 
satisfactory arrangements for correction be made, MUHC may terminate the Contract by serving 
written notice upon the Supplier; but the liability of Supplier and Surety for such violation; and for any 
and all damages resulting there from, as well as from such termination, shall not be affected by any 
such termination. 

3.23 Contract Termination for Convenience: 

MUHC reserves the right, in its best interest as determined by MUHC, to cancel the resulting Contract 
by giving written notice to the Supplier thirty (30) days prior to the effective date of such cancellation. 

3.24 Force Majeure: 

MUHC shall not be responsible for any failure to perform or delay in performing any of its obligations 
under this Agreement where and to the extent that such failure or delay results from causes outside 
the reasonable control of MUHC.  Such causes shall include, without limitation, war (whether declared 
or not), armed conflict or the serious threat of the same (including but not limited to hostile attack, 
blockade, military embargo), hostilities, invasion, act of a foreign enemy, extensive military 
mobilization; civil war, riot, rebellion, revolution, military or usurped power, insurrection, civil 
commotion or disorder, mob violence, act of civil disobedience; act of terrorism, sabotage or 
piracy; plague, epidemic, pandemic, outbreaks of infectious disease or any other public health crisis, 
including quarantine or other employee restrictions; act of authority whether lawful or unlawful, 
compliance with any law or governmental order, rule, regulation or direction, curfew restriction, 
expropriation, compulsory acquisition, seizure of works, requisition, nationalization; act of God or 
natural disaster such as but not limited to violent storm, cyclone, typhoon, hurricane, tornado, 
blizzard, earthquake, volcanic activity, landslide, tidal wave, tsunami, flood, damage or destruction by 
lightning, drought; explosion, fire, destruction of machines, equipment, factories and of any kind of 
installation, prolonged break-down of transport, telecommunication or electric current; general labor 
disturbance such as but not limited to boycott, strike and lock-out, go-slow, occupation of factories 
and premises; shortage or inability to obtain critical material or supplies, and the like. 
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3.25 Warranty and Acceptance: 

The Supplier expressly warrants that all equipment, supplies, and/or services provided shall: (1) 
conform to each and every specification, drawing, sample or other description which was furnished 
or adopted by MUHC, (2) be fit and sufficient for the purpose expressed in the Solicitation, (3) be 
merchantable, (4) be of good materials and workmanship, (5) be free from defect.  Such a warranty 
shall survive delivery and shall not be deemed waived either by reason of MUHC's acceptance of or 
payment for such equipment, supplies, and/or services. 

No equipment, supplies, and/or services received by MUHC pursuant to a Contract shall be deemed 
accepted until MUHC has had a reasonable opportunity to inspect said equipment, supplies and/or 
services.  All equipment, supplies, and/or services which do not comply with specifications and/or 
requirements or which are otherwise unacceptable or defective may be rejected.  In addition, all 
equipment, supplies, and/or services which are discovered to be defective, or which do not conform 
to any warranty of the Supplier upon inspection (or at any later time if the defects contained were not 
reasonably ascertainable upon the initial inspection) may be rejected.  

The bidder hereby guarantees that no article listed herein is adulterated or misbranded within the 
meaning of the Federal Food, Drug and Cosmetic Act or an article which may not, under the provisions 
of Federal Law, be introduced into interstate commerce. 

3.26 Accounting Practices: 

The Supplier shall maintain, during the term of the Contract, all books of accounts, reports, and 
records in accordance with generally accepted accounting practices and standard for records directly 
related to this Contract.  The Supplier agrees to make available to MUHC, during normal business 
hours, all book of account, reports and records relating to this Contract for the duration of the Contract 
and retain them for a minimum period of one (1) year beyond the last day of the Contract term.  In 
the event time and materials are a portion of this bid, MUHC reserves the right to audit supplier's 
records concerning this bid. 

3.27 Personal Information: 

If Respondent provides any "personal information" as defined in §105.1500, RSMo concerning an 
entity exempt from federal income tax under Section 501(c) of the Internal Revenue Code of 1986, as 
amended, Respondent understands and agrees that it is voluntarily choosing to seek a contract with 
MUHC and providing such information for that purpose. MUHC will treat such personal information in 
accord with §105.1500, RSMo.  Respondent acknowledges that MUHC (1) is not requesting such 
personal information be submitted by Respondent in response to the Solicitation, (2) it does need 
Respondent’s personal information, and (3) should Respondent choose to submit personal 
information in its response, it must be clearly marked. 
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ATTACHMENT A 
INSTRUCTIONS TO RESPONDENTS, SPECIFIC TO THIS RFP 

RFP 31189, Digital Registration-Intake 

1.1 Introduction / Background / Insight: 

University of Missouri Health Care (MUHC) is seeking a digital registration tool to engage patients in a two-
way communication initially specific to patient’s urgent/emergent Admission Discharge Transfer (ADT) 
visits created in real time.  This includes registration and demographic information, patient administered 
upload of ID and insurance cards, as well as financial and charity screening for uninsured patients. 

In FY 2024, MUHC administered over 114,000 Emergency Room and Trauma visits. 

MUHC currently has an integrated digital registration tool for scheduling patients that is SIU appointment 
driven.  This tool does not support or have road mapped the ability to perform ADT via mobile, text, or 
other device for urgent/emergent visits such as Emergency Room, Hospital Admissions, or Urgent Care. 

Also, MUHC currently requires patients to have on file explicit written consent on file before engaging with 
patients electronically.  This will be reviewed with Privacy/Legal as part of the RFP process and vetting.  It 
is important that respondents are aware of this as part of any presentations around return on investments 
and key performance indicators. 

1.2 Register as Participant with a “Letter of Intent” 

To ensure RFP correspondences Register as Participant by submitting a very brief “Letter of Intent” 
(LOI) to Rick Hess at RJH2c4@Health.Missouri.edu, referencing “RFP 31189, Digital Registration-
Intake” in the subject and on the LOI email: 

 
• An interest in submitting a proposal and receiving all RFP updates and modifications, 
• The name, title, contact information, and role in the RFP process for the person who you wish to 

receive RFP updates and modifications (amendment),  
• Stating the deadline for submitting questions (Friday, March 28, 2025 @ 5:00PM CDT), and 
• The deadline for submitting proposals (Wednesday, April 23, 2025 @ 3:00PM CDT). 

1.3 Preparation of Proposals 

The respondent is expected to examine the Statement of Work and all instructions. Failure to do so 
will be at the respondent’s risk. The respondent shall furnish the information required by this 
Solicitation. Erasures or other changes must be initialized by the person authorized to sign the 
proposal. 

1.4 Pre-Proposal Conference 

There will not be a formal pre-proposal conference. 
  

mailto:RJH2c4@Health.Missouri.edu
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1.5 Questions/Explanations/Interpretations 

Any prospective respondent desiring an explanation or interpretation of the solicitation, statement of 
work, etc., must request it via email to: 

• Rick Hess at RJH2c4@Health.Missouri.edu, referencing “RFP 31189, Digital Registration-Intake” 
in the subject. 

NOTE: The deadline for submitting questions is Friday, March 28, 2025 @ 5:00PM CDT. 
 

Oral explanations or instructions given before the award of the contract will not be binding. Any 
information given to a prospective respondent concerning this Solicitation will be furnished promptly 
to all prospective respondents as an amendment if the information is necessary in submitting 
proposals or if the lack of it would be prejudicial to any other prospective respondents. The 
respondent *MUST BE REGISTERED TO RECEIVE AMENDMENT(S) VIA EMAIL* 

1.6 Amendments to Solicitation 

• If the Solicitation is amended, all terms and conditions which are not modified remain unchanged. 
• Respondents shall acknowledge receipt of any amendment to this Solicitation by: 

o Identifying the amendment number and date in the space provided for this purpose on the 
“Proposal Agreement” form. 

1.7 Proposal Submission 

OPTION 1 (Electronic via Email) 
 

To be eligible for consideration, an email with two attachments (either in Microsoft 365 or PDF format) 
must be submitted and received by Wednesday, April 23, 2025, by 3:00PM CDT in the following 
format: 

• To (Rick Hess): RJH2c4@Health.Missouri.edu 
• Subject (must be): RFP 31189, Dig Reg-Intake, Due: 04/23/25 by 3:00 PM CDT 
• Volume I attached and named: 

o VI - RFP 31189, Dig Reg-Intake, Attach B-PA (04/23/25) – Your Firm’s Name  
• Volume II attached and named: 

o VII - RFP 31189, Dig Reg-Intake, Financials (04/23/25) – Your Firm’s Name 
• Body: Please do not include any of your “proposal” in the body of the email. Clearly include the 

name, email address and phone number of the person you wish to receive confirmation of receipt, 
and who Rick Hess may call with any questions or issues with the proposal (such as an attachment 
will not open properly). 

Rick Hess will (1) open the email to reply with confirmation of receipt, (2) open the attachments only 
to ensure there is no issue with access, (3) close the attachments immediately without review, and (4) 
will not reopen the attachment prior to the submission deadline. 
 
 

(OPTION 2 ON NEXT PAGE) 
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OPTION 2 (Hand or Carrier Delivered) 
 

To be eligible for consideration, a sealed proposal packet [one (1) original, clearly identified as containing 
documents with original signatures and one (1) electronical copy of the entire submission on a flash drive], 
divided into two packets: 

• Volume I attached and named: 
o VI - RFP 31189, Dig Reg-Intake, Attach B-PA (04/23/25) – Your Firm’s Name  

• Volume II attached and named: 
o VII - RFP 31189, Dig Reg-Intake, Financials (04/23/25) – Your Firm’s Name 

And must be submitted and received by Wednesday, April 23, 2025, by 3:00PM CDT to the following address: 

Rick Hess 
Strategic Sourcing Specialist 
MUHC Quarterdeck Building 

2401 LeMone Industrial Blvd, Rm 171 
Columbia, MO 65201 

 
To ensure the proposal is routed properly and to prevent opening by unauthorized individuals, your 
proposal must be identified on the envelope or package as follows: 
 

RFP 31189, Dig Reg-Intake 
Due: 04/23/25 by 3:00 PM CDT 

1.8 Handling of Proposals 

• Proposals received prior to the closing date and time will remain unopened and secured until after the 
established proposal opening date and time. 

• A proposal will not be considered if it is received after the exact date and time specified for receipt.  
Acceptable evidence to establish the time of receipt is the CDT date/time of the email, or an MUHC 
stamped CDT date/time on the proposal wrapper or other documentary evidence of receipt 
maintained by MUHC. 

1.9 Proposal Modifications 

• A modification resulting from MUHC’s request for “best and final” proposal received after the time and 
date specified in the request will not be considered unless received before award and the late receipt 
is due solely to mishandling by MUHC after receipt at MUHC. 

• Notwithstanding this provision, a late modification of an otherwise successful proposal that makes its 
term more favorable to the MUHC will be considered at any time it is received and may be accepted. 

1.10 Proposal Withdrawal 

No proposal shall be withdrawn for a period of Ninety (90) days after the opening of the proposals without 
written consent of MUHC. 

1.11 Evaluation of Proposals 

MUHC will strive to complete the review, presentation and negotiation processes and issue a Notice of 
Award by the end of day Thursday, May 1, 2025. 
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ATTACHMENT B 
STATEMENT OF WORK WITH REQUIRED RESPONSES 

RFP 31189, Digital Registration-Intake 

1.1 Objective: 

To enter a long-term partnership with a professional team of experts in the support and maintenance 
of all phases and applications of a comprehensive Digital Registration-Intake system. 

1.2 Proposal Submission 

See Attachment A: Instructions to Respondents, Specific to this RFP, Section 1.7. 

1.3 Proposal Requirements  

A proposal must be submitted as prescribed by MUHC in this Request for Proposal (RFP).  

Respondent shall provide thorough responses to all Statement of Work items below. 

Failure to include any of the required information may result in rejection of the proposal. 

• Proposal Cover Letter: Provided on your letterhead and signed by a person who is authorized to 
commit to your company’s performance of the services included in the proposal while identifying 
all materials and enclosures being forwarded in response to this RFP. 

• Qualifications 

o Organizational Structure and Profile of Principals and Key Staff: 

 Provide a detailed description of the organizational structure… parent company 
and subsidiaries, number of years in business and headquarters location, and 
approximately what percentage of your operation focuses on this solution? 

 Introduce your company, its history, ownership interests, active business venues, 
corporate direction, qualifications and certifications, development history as 
pertaining to this solution, and an overview of your product offerings. 

 Provide your credit rating by “Moody’s Investor Services“ (and/or) “Standard & 
Poor’s.”  If not rated by these agencies, provide evidence of your institution’s 
financial strength. 

 Provide profiles of the Principals and Key Staff in the hierarchy in the delivery of 
this solution.  

o General Experience and Expertise: 

 Comprehensively discuss your team’s experience and expertise with Digital 
Registration-Intake solution including success stories and statistics to support 
achievements. 

 Describe your customer approach as it pertains to training, program assistance, 
system issues, and general maintenance of the application. 

 How many clients are currently utilizing this program? How many of these are in 
the healthcare field with over 50,000 annual Emergency Room and Trauma visits? 
Support this with statistics. 

 Provide details of at least three (3) current applications of the Digital Registration-
Intake solution in healthcare with over 50,000 annual Emergency Room and 
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Trauma visits, successfully deployed, fully functional, in service for at least two (2) 
full years, and most pertinent to this statement of work. Provide the names of the 
institutions, although contacts are not required. Discuss successes as well as 
challenges of these applications. 

o Unique Experience and Expertise: 

 Discuss any tools and strategies your company has developed that you feel 
separate you from the competition. Include any other details that you feel further 
supports your company’s experience and expertise with this application. 

 Provide examples of special knowledge or understanding of the healthcare 
industry, especially academic and medical centers. Please describe any special 
knowledge in this realm. 

 Give specific examples of how you support your clients, especially in the hospital, 
clinic, and practitioner arenas. 

 Describe partnerships you have with resellers, implementers, or other application 
suppliers. Give details of any external partnerships that improve your ability to 
provide these services. 

o Implementation: 

 Provide a comprehensive outline of an implementation typical to ours, estimated 
durations (days, weeks, months). Provide any scenarios that may impair your 
company’s ability to proceed expeditiously with this plan and schedule. 

o Price Structure: 

 As costs are not considered in the initial evaluations, complete and submit 
“Attachment FW – Financial Worksheet” separately as “Volume II.” 

 You may modify or submit an alternate Pricing Worksheet, but either way, this 
must be comprehensive and inclusive of all expenses over the anticipated term of 
this contract; 5 years with a minimum of two (2) years plus three (3) annual auto-
renewals that allow either party a non-renewal option with proper notice as 
accepted in the agreement. 

o References: 

 If presented with a Notice of Award, we may request the facility name, contact 
name, and contact information of at least three (3) separate clients who are 
currently utilizing your Digital Registration-Intake application that is successfully 
deployed, fully functional, and has been in service for at least two (2) full years. 
References would be required to be in healthcare with over 50,000 annual 
Emergency Room and Trauma visit, and most pertinent to this statement of work. 

o Attachments (must provide the following with the proposal): 

Be certain to thoroughly complete and submit “Volumes” separately. 

 Volume I – Attachments B (this document), plus 

C, D, E, F, G and PA: Proposal Agreement 

 Volume II – Attachment FW: Financial Worksheet 
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1.4 SPECIFICATIONS (Evaluated according to the “Response:”, so please do not just select a Yes or No) 

CRITICAL: A “No” to a “Mandatory” item may eliminate the Respondent from further consideration! 
Please ensure that you thoroughly justify a “No” in your response so that we may consider the reason you 
are not able to provide the mandatory item, e.g., “We are developing this and expect to have if by…”  

 

Criterion 1 - IT, IT Security, HIPAA:  

Mandatory 

1. HI-TRUST and SOC 2 certified. Provided? Yes ___ No ___ 

Response: 

 

2. PCI Compliant. Provided? Yes ___ No ___ 

Response: 

 

3. Interfaces with Oracle (Cerner). Describe your interface capabilities (e.g., API, HL7). 

Provided? Yes ___ No ___ 

Response: 

 

4. Realtime document interfacing into Oracle (Cerner). Provided? Yes ___ No ___ 

Response: 

 

5. Support that discloses PHI shall be restricted to within the borders and jurisdiction of the United 
States of America. Provided? Yes ___ No ___ 

Response: 

 

 

Desirable 

1. Supports FHIR capabilities. If so, for what? Provided? Yes ___ No ___ 

Response: 

 

2. Supports .pdf versions of forms when initially built in the system. List the supported versions of 
initially build forms. Provided? Yes ___ No ___ 

Response: 

 

3. Has the ability to differentiate between clinic and non-clinic? 
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a) Payments (Facility vs. Physicians) 

b) Ambulatory vs. Ancillary locations Provided? 

Provided? Yes ___ No ___ 

Response: 

 

Additional Information 

1. Describe your PCI procedures. 

Response: 

 

2. Discuss the physical and software security safeguards for regulatory compliance and PHI security.  
Disclose any data security breaches that required reporting to federal or state agencies. 

Response: 

 

3. Describe your disaster recovery plan for the proposed service for short-term disaster, long-term 
disaster, and a power failure recovery.  

Response: 

 

4. Describe any additional security measures available to MU Health Care to minimize the risk of 
unauthorized access.   

Response: 

 

5. Does your solution have any site-specific requirements for physical technology? 

Response: 

 

6. Does your product offer the option of either on-premises or cloud hosting? 

Response: 

 

7. What technical documentation will be made available? (E.g., installation/configuration guide, etc.) 

Response: 

 

 

Criterion 2 – Appointment Scheduling / Registration Process:  

Mandatory 
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1. Has the ability to support digital registration of walk-in patient populations to the Emergency 
Rooms, Urgent Cares, and other unscheduled service areas. Provided? Yes ___ No ___ 

Response: 

 

2. Has the ability to support digital registration of scheduled clinic, ancillary or hospital inpatient and 
outpatient status patients. Provided? Yes ___ No ___ 

Response: 

 

3. If information (demographic and insurance information) exists from previous visits, the data will 
auto-populate into the current visit for the patient to verify or update. Provided? Yes ___ No ___ 

Response: 

 

4. The expected point of service collection is displayed and formatted in a breakdown manner in the 
patient application to distinguish copay, deductible, co-insurance, or defined self-pay payment. 

Provided? Yes ___ No ___ 

Response: 

 

5. Supports real time eligibility verification. Provided? Yes ___ No ___ 

Response: 

 

6. Allows filtering/flexing by patient type. Provided? Yes ___ No ___ 

Response: 

 

7. Supports ADT-only events. Provided? Yes ___ No ___ 

Response: 

 

8. Flexing forms presentation by different insurances. Provided? Yes ___ No ___ 

Response: 

 

9. Insurance segment is in ADT messages. Provided? Yes ___ No ___ 

Response: 

 

10. Staff will have a dashboard that provides an overview of all patients’ status for the day of arrival, 
payment due, alerts for incomplete information or errors. Provided? Yes ___ No ___ 

Response: 
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11. Includes Financial/Medicaid screening functionality in workflows. Provided? Yes ___ No ___ 

Response: 

 

12. Has real-time Oracle (Cerner) integration with flexibility to allow certain fields such as insurance 
to go through a review prior to. Provided? Yes ___ No ___ 

Response: 

 

13. Captures signature(s) on financial forms that are housed within Oracle (Cerner) EMR. 

Provided? Yes ___ No ___ 

Response: 

 

14. Captured forms are sent to patient-specific records w-correct note type in Oracle (Cerner). 

Provided? Yes ___ No ___ 

Response: 

 

15. Provides Unique Forms per Encounter and Person level. Provided? Yes ___ No ___ 

Response: 

 

16. Allow patients to complete the Medicare Survey Patient Questionnaire (MSPQ) long and short 
form and integrate responses into Oracle (Cerner) EMR. Provided? Yes ___ No ___ 

Response: 

 

17. Support multiple languages. Please list. Provided? Yes ___ No ___ 

Response: 

 

18. Ability to automatically and manually push links to patients as defined by organization at different 
intervals. Provided? Yes ___ No ___ 

Response: 

 

19. Ability to define custom batch push links to patients pre-at the time and post discharge. 

Provided? Yes ___ No ___ 

Response: 
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Desirable 

1. Has the ability to register walk-in patient populations in ED, Urgent Care, and other unscheduled 
service areas.  Register is defined as creating an encounter in the EMR.  Enterprise Management 
Index tools to validate patient matching will be vetted. Provided? Yes ___ No ___ 

Response: 

 

2. Upon check-in, the department will be alerted, and the patient is issued a QR code (or similar 
functionality) that will be scanned upon arrival. Provided? Yes ___ No ___ 

Response: 

 

3. QR code at facility that the patient can scan for touchless check-in ("self-arrival") to indicate arrival 
in Oracle (Cerner). Provided? Yes ___ No ___ 

Response: 

 

4. The ability to digitally complete pre-visit clinical forms and pre-fill existing information from 
previous visits. Provided? Yes ___ No ___ 

Response: 

 

5. Ability to include or exclude sending links for digital registration at the appointment type level. 

Provided? Yes ___ No ___ 

Response: 

 

6. Appointment type filtering/flexing 

Provided? Yes ___ No ___ 

Response: 

 

Additional Information 

1. If your system requires SIU messages, please provide details. 

Response: 

 

 

Criterion 3 – Patient Engagement:  

Mandatory 

1. Allows bi-directional text to patients by event triggers. Provided? Yes ___ No ___ 

Response: 
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2. Patients can register via tablet, kiosk and/or patient-owned device. Provided? Yes ___ No ___ 

Response: 

 

3. Has the ability to survey patients upon completion of digital registration. 

Provided? Yes ___ No ___ 

Response: 

 

4. Allows customizing of patient surveys. Provided? Yes ___ No ___ 

Response: 

 

5. Patients can upload their insurance card and ID. Allow photos to be uploaded into Oracle (Cerner) 
host system from any device. Provided? Yes ___ No ___ 

Response: 

 

6. Patients are provided with an opportunity to make payment (e.g., copayment). 

Provided? Yes ___ No ___ 

Response: 

 

7. Patients can pay prior balance. Provided? Yes ___ No ___ 

Response: 

 

8. Patients can pay by Apple Pay, Google Pay, or credit card. Provided? Yes ___ No ___ 

Response: 

 

Desirable 

1. Able to send notifications or links via the patient’s preference notated in revenue cycle to verify 
consent to email/text is on file. Provided? Yes ___ No ___ 

Response: 

 

2. Able to send mass communication for scheduled or unscheduled visits based on schedule facility, 
schedule location or appointment type. Has the ability to accept client generated lists for mass 
communication. Provided? Yes ___ No ___ 

Response: 
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3. Offers a unique link for each patient’s appointment. Provided? Yes ___ No ___ 

Response: 

 

4. Allows appointment confirmation via text – confirm, cancel. Provided? Yes ___ No ___ 

Response: 

 

5. Ability to handle email/text consent flags. Provided? Yes ___ No ___ 

Response: 

 

6. Allows text messaging capabilities between patients and staff. Provided? Yes ___ No ___ 

Response: 

 

7. Able to send multiple reminders to complete pre-registration and registration intake forms. 
Provided? Yes ___ No ___ 

Response: 

 

8. Location specific directions or messaging at the conclusion of the touchless check in. 

Provided? Yes ___ No ___ 

Response: 

 

9. Ability to provide arrival instructions. Provided? Yes ___ No ___ 

Response: 

 

10. Provides both physical and digital space wayfinding. Provided? Yes ___ No ___ 

Response: 

 

11. Provides Social Determinants of Health (SDH) / Financial Assistance Pre-Screen. 

Provided? Yes ___ No ___ 

Response: 

 

12. Has the capability to provide Net Promoter Score (NPS) to measure customer loyalty and 
satisfaction based on how likely customers are to recommend a product, service, or brand to 
others. This would be provided via patient survey. 
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Provided? Yes ___ No ___ 

Response: 

 

Additional Information 

1. Do you offer geo-fencing? If so, please provide details.   

Response: 

 

 

Criterion 4 - Financial Interface:  

Mandatory 

1. Able to support multiple payment aliases and send payment amount into Oracle (Cerner) Revenue 
Cycle. Provided? Yes ___ No ___ 

Response: 

 

Desirable 

1. Able to pull point of service collection information (copay, deductible, co-insurance) out of Oracle 
(Cerner) Revenue Cycle. Provided? Yes ___ No ___ 

Response: 

 

 

Criterion 5 - Reporting:  

Mandatory 

1. Ability to populate and track the following reports at a high level and granular level by facility: 

a) Patient survey response rates 

b) Patients use rates (overall, pre-service, time of service) 

c) Adoption rates 

Provided? Yes ___ No ___ 

Response: 

 

Desirable 

1. Reports can be “pushed” not pulled from 3rd party system. Provided? Yes ___ No ___ 

Response: 

 

2. Provides actual collections vs. estimated collection opportunity. Provided? Yes ___ No ___ 
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Response: 

 

3. Provides patient collections by payment method. Provided? Yes ___ No ___ 

Response: 

 

4. Provides the percentage of time staff reviews patient responses that require review before the 
scheduled visit arrives. Provided? Yes ___ No ___ 

Response: 

 

Additional Information 

1. What is your process for ensuring client goals/standards are achieved? 

Response: 

 

2. Provide samples of client published reports that will be at our disposal. 

Response: 

 

 

Criterion 6 - Support and Training:  

Mandatory 

1. 24x7 Support. Provided? Yes ___ No ___ 

Response: 

 

2. Support Structure/Ticket Resolution has a well-defined support structure and ticket resolution 
service level agreements for break/fix issues. Provided? Yes ___ No ___ 

Response: 

 

3. Has a recommended marketing campaign brochure to help promote patient use. 

Provided? Yes ___ No ___ 

Response: 

 

4. e-Learning modules, user guides or videos are available on “how to” for use of this solution? 
Provided? Yes ___ No ___ 

Response: 
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Desirable 

1. Has a hands-on training environment. Provided? Yes ___ No ___ 

Response: 

 

2. Has a test environment. Provided? Yes ___ No ___ 

Response: 

 

Additional Information 

1. Please describe your support and escalation process in detail. 

Response: 

 

2. What are your monthly downtime percentages in the last 12 months?  What are your downtime 
procedures? 

Response: 

 

3. Describe how the client is informed of new enhancements and upgrades. 

Response: 

 

4. Describe your training program. Include how knowledge transfer is achieved between your 
organization and the customers. 

Response: 

 

 

Criterion 7 – Strategic Roadmap:  

Additional Information 

1. Provide a description of significant product line enhancements planned for the near future (over 
the next 1-2 years). 

Response: 

 

2. Even if outside the scope of this RFP, describe any related and notable modules (current or 
planned) for the integrated risk management platform. 

Response: 
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3. Describe any new services, ideas, or other potential applications of the product that will enhance 
MU Health’s cash recovery through improved patient registration completion/accuracy and 
improved patient payment collections. 

Response: 

 

4. Please provide any additional information that your company believes to be pertinent but not 
specifically requested elsewhere in the RFP that would be useful to MU Health in improving their 
receivable processes or the experience for their customers. 

Response: 

 

5. What other features or services do you have on your roadmap? Would there be any additional 
costs to “upgrade” in the future to implement these? 

Response: 

 

 

General: 

Supplementary: 

• Please provide any information related to the RFP SOW resulting from “thought leadership” that 
you wish to share (whitepapers, case studies, published articles, etc.). 

• Please provide any other information you would wish to include that has not been addressed 
elsewhere within your RFP response. 

Contractual: 

• Provide a sample of the proposed agreement for your company’s services.  Please also provide 
samples of all other documents which will need to be signed/entered into related to the provision 
of the services requested in this RFP including any documents referenced or incorporated into the 
agreement. 
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ATTACHMENT C 

SUPPLIER DIVERSITY PARTICIPATION FORM 

MUHC is committed to and supports supplier diversity because it is essential to MUHC’s mission and 
core values. MUHC’s Supplier Diversity efforts reflect this mission. 

Tier 2 Supplier Diversity Information - MUHC strongly encourages Supplier Diversity participation in all of 
its contracts for goods and services. Tier 2 Spend is spend reported by primary suppliers of MUHC of 
Missouri who subcontract work to or make purchases from a diverse supplier. Depending upon the 
contract, primary suppliers will be asked to submit Tier 2 information with Women and Diverse Owned 
companies.  Suppliers have two options in reporting Tier 2 dollars depending on the terms of the 
contract: Direct and Indirect. Awarded suppliers may be asked to utilize CVM Solutions for reporting Tier 
2 spending.  

• Direct dollars - those dollars directly spent with Women and Diverse Owned suppliers in the 
fulfillment of the contract. 

• Indirect dollars - based on a percentage of revenue MUHC represents to the supplier. An 
example is as follows: 

o Supplier's Total Revenues: $10,000,000 

o Revenues from MUHC $: $ 4,000,000 

o MUHC % of Total Revenues: 40% (#2 divided by #1) 

o Total MBE Dollars $: $ 150,000 

o Total WBE Dollars $: $ 150,000 

o Total MUHC Attributable MBE $: $ 60,000 (#3 multiplied by #4) 

o Total MUHC Attributable WBE $: $ 60,000 (#3 multiplied by #5) 

o Total MUHC Attributable MWBE $: $ 120,000 (Sum of #6 and #7) 

o MUHC % Attributable Revenue: 3% (#8 divided by #2) 

1. Does your company have a Supplier Diversity Program?  If so, describe efforts your company has 
made to increase business with Women and Diverse Owned businesses (i.e., does your company 
have a policy statement, participate in outreach activities, promote diverse firm subcontracting, 
publicize contract opportunities, provide certification assistance, etc.?)  Please provide examples 
(use additional pages if needed): 
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2. What percentage of your company's total contracting, and procurement spend for the prior year 
was with Women and Diverse Owned businesses?    

• Are you able to provide this information specific to business with MUHC of Missouri?    

3. Complete the following table indicating the percentage your company will subcontract with 
certified Women and Diverse Owned businesses should your company be the successful bidder.    
Note: If your company does not plan to use Women and Diverse Owned businesses to fulfill your 
contract obligations, please explain why not. 

Supplier Name % of Contract Specify Direct or Indirect 

   

   

   

   

   

 

If there are questions regarding supplier diversity at MUHC, contact Teresa Vest, vestt@umsystem.edu.  

 

---------------------------THIS FORM MUST BE SUBMITTED WITH THE RESPONSE------------------------- 

 

mailto:vestt@umsystem.edu
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ATTACHMENT D 

SUPPLIER REGISTRATION INFORMATION 

Completion of this section is strongly encouraged. Please review and check ALL applicable boxes.   

SMALL BUSINESS CONCERN:  _____Yes   _____No 

The term “small business concern” shall mean a business as defined pursuant to Section 3 of the Small 
Business Act and relevant regulations issued pursuant thereto.  Generally, this means a small business 
concern organized for profit, which is independently owned and operated, is not dominant in the field of 
operations in which it is bidding.  We would consider any firm with 500 employees or less a “small business 
concern”.  

WOMAN OWNED BUSINESS (WBE):  ______Yes _____No 

A woman owned business is defined as an organization that is 51% owned, controlled and/or managed, 
by a woman. The determination of WBE status depends solely on ownership and operation and is not 
related to employment. The firm should be certified by a recognized agency (e.g., state, local, federal, etc.). 
Please see Public Law 106-554 for more detail. 

MINORITY BUSINESS ENTERPRISE (MBE):  _____Yes _____No 

A minority business is defined as an organization that is 51% owned, controlled and/or managed by 
minority group members.  The determination of minority status depends solely on ownership and 
operation and is not related to employment. The firm should be certified by a recognized agency (e.g., 
state, local, federal, etc.). Please see Public Law 95-507 for more detail. Place an X in the appropriate space 
below. 

1. Asian-Indian - A U.S. citizen whose origins are from India, Pakistan and Bangladesh      _______ (A) 

2. Asian-Pacific - A U.S. citizen whose origins are from Japan, China, Indonesia, Malaysia, Taiwan, 
Korea, Vietnam, Laos, Cambodia, the Philippines, Thailand, Samoa, Guam, the U.S. Trust Territories of 
the Pacific or the Northern Marianas.                                                                            _______ (P) 

3. Black - A U.S. citizen having origins in any of the Black racial groups of Africa.                 _______ (B) 

4. Hispanic - A U.S. citizen of true-born Hispanic heritage, from any of the Spanish-speaking areas 
Mexico, Central America, South America and the Caribbean Basin only.                              _______ (H) 

5. Native American - A person who is an American Indian, Eskimo, Aleut or Native Hawaiian, and 
regarded as such by the community of which the person claims to be a part.                         _______ (N) 

A Veteran or Service-Disabled Veteran business is defined as an organization that is 51% owned, controlled 
and/or managed by Veterans. The firm should be certified by a recognized agency (e.g., state, local, federal, 
etc.). Please see Public Law 109-461 for more detail.  

VETERAN BUSINESS ENTERPRISE     _____Yes ______No 

SERVICE-DISABLED VETERAN BUSINESS ENTERPRISE      _____Yes     _____No 
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MISSOURI FIRM:  _____Yes _____No 

A Missouri Firm is defined as an organization, which has and maintains within the State of Missouri a 
regular place of business for the transaction of their business. 

BUSINESS TYPE: 

Manufacturer    _____ (M) 

Distributor/Wholesaler   _____ (D) 

Manufacturer’s Representative  _____ (F) 

Service     _____ (S) 

Retail     _____ (R) 

Contractor    _____ (C) 

Other     _____ (O) 

 

SOLE PROPRIETORSHIP:  _____Yes _____No 

 

SUPPLIER’S CERTIFICATION: 

The undersigned hereby certifies that the foregoing information is a true and correct statement of the 
facts and agrees to abide by the laws of the State of Missouri and the rules and regulations of the University 
of Missouri System now in effect including any subsequent revisions thereof.  Supplier acknowledges that 
it is his/her responsibility to keep the information current by notifying MUHC of any changes.   

 

 

Signature of Person Authorized to Sign this Supplier Registration Information Form 

 

Title: ______________________________________              Date: __________________ 

 



U
ni

ve
rs

ity
 o

f M
is

so
ur

i
In

fo
rm

at
io

n 
Se

cu
rit

y 
Re

qu
ire

m
en

ts

Da
ta

 C
la

ss
ifi

ca
tio

n 
   

   
   

   
   

   
   

   
   

   
   

  L
IN

KS
:

ht
tp

s:
//

w
w

w
.u

m
sy

st
em

.e
du

/u
m

s/
is/

in
fo

se
c/

cl
as

sif
ic

at
io

n-
de

fin
iti

on
s

Ve
nd

or
 N

am
e 

an
d 

Co
nt

ac
t I

nf
or

m
at

io
n 

Pr
od

uc
t N

am
e 

an
d 

Br
ie

f D
es

cr
ip

tio
n

Do
es

 th
is

 so
lu

tio
n 

st
or

e 
an

d/
or

 tr
an

sm
it 

an
y 

of
 th

e 
fo

llo
w

in
g 

ty
pe

s o
f r

es
tr

ic
te

d 
an

d/
or

 h
ig

hl
y 

re
st

ric
te

d 
da

ta
? 

 C
he

ck
 a

ll 
th

at
 a

pp
ly

.

ht
tp

s:
//

w
w

w
.u

m
sy

st
em

.e
du

/u
m

s/
is/

in
fo

se
c/

cl
as

sif
ic

at
io

n

__
_ 

 P
ro

te
ct

ed
 H

ea
lth

 In
fo

rm
at

io
n 

(P
HI

); 
  _

__
 P

ay
m

en
t C

ar
d 

In
du

st
ry

 (P
CI

); 
  _

__
 G

ra
m

m
-L

ea
ch

-B
lil

ey
 A

ct
 (G

LB
A)

;  
 _

__
 S

oc
ia

l S
ec

ur
ity

 N
um

be
rs

 (S
SN

); 
  _

__
 F

ed
er

al
 E

du
ca

tio
na

l R
ig

ht
s &

 P
riv

ac
y 

Ac
t (

FE
RP

A)

__
_ 

Bi
om

et
ric

 D
at

a 
(fi

ng
er

pr
in

ts
, h

an
dp

rin
ts

, e
tc

.);
   

__
_ 

Pe
rs

on
al

ly
 Id

en
tit

ia
bl

e 
In

fo
rm

at
io

n 
(P

II)
;  

 _
__

 In
te

lle
ct

ua
l P

ro
pe

rt
y;

   
__

_ 
Co

nf
id

en
tia

l R
es

ea
rc

h

Ve
nd

or
s m

us
t d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
w

ith
 th

e 
se

cu
rit

y 
cr

ite
ria

 li
st

ed
 b

el
ow

 b
y 

re
sp

on
di

ng
 in

 w
rit

in
g 

to
 e

ve
ry

 st
at

em
en

t a
nd

 q
ue

st
io

n 
in

 th
e 

id
en

tif
ie

d 
ca

te
go

rie
s.

 V
al

id
at

io
n 

of
 th

e 
an

sw
er

s p
ro

vi
de

d 
by

 th
e 

ve
nd

or
 m

ay
 b

e 
co

nd
uc

te
d 

du
rin

g 
th

e 
re

vi
ew

/a
ud

it 
pr

oc
es

s.
  A

ny
 e

rr
on

eo
us

 in
fo

rm
at

io
n 

co
ul

d 
lim

it 
th

e 
ve

nd
or

's 
ab

ili
ty

 to
 fi

na
liz

e 
im

pl
em

en
ta

tio
n 

of
 a

 n
ew

 so
lu

tio
n 

or
 p

la
ce

 a
 h

ol
d 

on
 c

on
tin

ue
d 

us
e 

of
 a

 c
ur

re
nt

 so
lu

tio
n.

  V
en

do
rs

 a
re

 
ex

pe
ct

ed
 to

 m
ai

nt
ai

n 
an

 a
w

ar
en

es
s o

f t
he

 la
w

s a
nd

 re
gu

la
tio

ns
 a

pp
lic

ab
le

 to
 th

e 
us

e 
of

 th
e 

so
lu

tio
n 

in
 a

 U
ni

ve
rs

ity
 e

nv
iro

nm
en

t.

Th
e 

U
ni

ve
rs

ity
 u

se
s a

 "
Da

ta
 C

la
ss

ifi
ca

tio
n 

Sy
st

em
" 

(D
CS

) t
o 

as
si

gn
 "

Da
ta

 C
la

ss
ifi

ca
tio

n 
Le

ve
ls

" 
(D

CL
) f

or
 a

ll 
U

ni
ve

rs
ity

 o
w

ne
d 

or
 h

os
te

d 
IT

-b
as

ed
 sy

st
em

s.
  T

hi
s s

ys
te

m
 w

ill
 h

av
e 

a 
DC

S 
Le

ve
l o

f  
4 

. S
ec

ur
ity

 
re

qu
ire

m
en

ts
 fo

r t
he

 D
CS

 c
an

 b
e 

fo
un

d 
at

:  
ht

tp
s:

//
w

w
w

.u
m

sy
st

em
.e

du
/u

m
s/

is
/i

nf
os

ec
/c

la
ss

ifi
ca

tio
n 

&
 ..

./
cl

as
si

fic
at

io
n-

de
fin

iti
on

s (
lin

ks
 a

bo
ve

). 
Th

e 
U

ni
ve

rs
ity

 o
f M

is
so

ur
i r

es
er

ve
s t

he
 ri

gh
t t

o 
pe

rio
di

ca
lly

 a
ud

it 
an

y 
or

 
al

l h
ar

dw
ar

e 
an

d/
or

 so
ft

w
ar

e 
in

fr
as

tr
uc

tu
re

 p
ro

vi
de

d 
by

 th
e 

ve
nd

or
 to

 e
ns

ur
e 

co
m

pl
ia

nc
e 

w
ith

 in
du

st
ry

 st
an

da
rd

s a
nd

 b
es

t p
ra

ct
ic

es
 a

s w
el

l a
s t

he
 re

qu
ire

m
en

ts
 o

f t
he

 U
ni

ve
rs

ity
's 

DC
S.

  W
he

n 
ap

pl
ic

ab
le

, t
he

 U
ni

ve
rs

ity
 o

f 
M

iss
ou

ri 
re

qu
ire

s c
om

pl
ia

nc
e 

w
ith

 th
e 

He
al

th
 In

su
ra

nc
e 

Po
rt

ab
ili

ty
 a

nd
 A

cc
ou

nt
ab

ili
ty

 A
ct

 (H
IP

AA
), 

FE
RP

A,
 G

LB
A,

 P
CI

 sp
ec

ifi
ca

tio
ns

, a
nd

 a
ll 

ot
he

r a
pp

lic
ab

le
 st

at
e,

 lo
ca

l a
nd

 fe
de

ra
l l

aw
s a

nd
 re

gu
la

tio
ns

.

Th
e 

U
ni

ve
rs

ity
 c

on
sid

er
s s

ec
ur

ity
 to

 b
e 

an
 o

ng
oi

ng
 re

sp
on

sib
ili

ty
 a

nd
 a

s a
 re

su
lt,

 th
es

e 
in

fo
rm

at
io

n 
se

cu
rit

y 
cr

ite
ria

 a
re

 su
bj

ec
t t

o 
ad

di
tio

ns
 a

nd
 c

ha
ng

es
 w

ith
ou

t w
ar

ni
ng

.  
W

he
n 

ap
pr

op
ria

te
, t

he
 v

en
do

r w
ill

 b
e 

ex
pe

ct
ed

 to
 

w
or

k 
in

 g
oo

d 
fa

ith
 w

ith
 th

e 
U

ni
ve

rs
ity

 to
 m

ai
nt

ai
n 

co
m

pl
ia

nc
e 

w
ith

 n
ew

 la
w

s a
nd

 re
gu

la
tio

ns
 a

nd
/o

r t
o 

im
pr

ov
e 

th
e 

se
cu

rit
y 

of
 th

e 
so

lu
tio

n.

Co
m

pe
ns

at
in

g 
Co

nt
ro

ls
 a

nd
 D

es
cr

ip
tio

ns

Al
l s

ta
te

m
en

ts
 a

nd
 q

ue
st

io
ns

 b
el

ow
 a

re
 m

an
da

to
ry

 u
nl

es
s t

he
y 

ar
e 

no
t a

pp
lic

ab
le

.  
Th

e 
ve

nd
or

 m
us

t c
le

ar
ly

 e
xp

la
in

 w
hy

 a
 g

iv
en

 q
ue

st
io

n 
is 

no
t a

pp
lic

ab
le

.  
Fo

r a
ll 

ot
he

r q
ue

st
io

ns
, i

f a
 re

qu
ire

m
en

t c
an

no
t b

e 
m

et
, t

he
 v

en
do

r 
st

ill
 h

as
 a

n 
op

po
rt

un
ity

 to
 m

ee
t t

he
 re

qu
ire

m
en

t b
y 

th
e 

us
e 

of
 c

om
pe

ns
at

in
g 

co
nt

ro
ls.

 C
om

pe
ns

at
in

g 
co

nt
ro

ls 
m

us
t b

e 
de

sc
rib

ed
 in

 fu
ll 

in
 th

e 
ap

pr
op

ria
te

 c
ol

um
n,

 in
cl

ud
in

g 
a 

fu
ll 

ex
pl

an
at

io
n 

of
 th

e 
co

m
pe

ns
at

in
g 

co
nt

ro
l 

de
ta

ili
ng

 h
ow

 th
e 

co
nt

ro
l m

ee
ts

 th
e 

in
te

nt
 o

f t
he

 o
rig

in
al

 q
ue

st
io

n.
  I

n 
so

m
e 

in
st

an
ce

s,
 th

e 
U

ni
ve

rs
ity

 h
as

 re
qu

es
te

d 
th

at
 th

e 
ve

nd
or

 p
ro

vi
de

 a
 d

es
cr

ip
tio

n 
to

 a
cc

om
pa

ny
 th

ei
r r

es
po

ns
e 

to
 a

 p
ar

tic
ul

ar
 st

at
em

en
t o

r q
ue

st
io

n 
be

lo
w

.  
De

sc
rip

tio
ns

 a
re

 re
qu

es
te

d 
w

he
n 

a 
"M

ee
ts

 o
r E

xc
ee

ds
" a

ns
w

er
 a

lo
ne

 c
ou

ld
 b

e 
de

ce
pt

iv
e 

w
ith

ou
t f

ur
th

er
 d

et
ai

l. 
 

W
he

n 
m

or
e 

ro
om

 is
 n

ee
de

d 
to

 fu
lly

 e
xp

la
in

 th
e 

co
m

pe
ns

at
in

g 
co

nt
ro

l o
r p

ro
vi

de
 fu

rt
he

r d
et

ai
l, 

at
ta

ch
m

en
ts

 c
an

 b
e 

in
cl

ud
ed

 so
 lo

ng
 a

s s
uc

h 
at

ta
ch

m
en

ts
 a

re
 la

be
le

d 
an

d 
cr

os
s-

re
fe

re
nc

ed
 in

 th
e 

"C
om

m
en

ts
 o

r E
xp

la
na

tio
ns

 o
f 

co
m

pe
ns

at
in

g 
co

nt
ro

ls"
 c

ol
um

n.
   

Th
e 

U
ni

ve
rs

ity
 h

as
 th

e 
so

le
 ri

gh
t t

o 
de

te
rm

in
e 

if 
a 

pr
op

os
ed

 c
om

pe
ns

at
in

g 
co

nt
ro

l i
s a

cc
ep

ta
bl

e 
an

d 
if 

th
e 

de
ta

ils
 p

ro
vi

de
d 

de
sc

rib
e 

a 
so

lu
tio

n 
th

at
 tr

ul
y 

m
ee

ts
 o

r e
xc

ee
ds

 th
e 

U
ni

ve
rs

ity
's 

ne
ed

s.

Ve
nd

or
/P

ro
du

ct
 In

fo
rm

at
io

n 
(M

U
ST

 B
E 

CO
M

PL
ET

ED
)

Ve
nd

or
 re

pr
es

en
ts

 a
nd

 w
ar

ra
nt

s t
ha

t t
he

ir 
re

sp
on

se
s t

o
th

e 
ab

ov
e 

qu
es

tio
ns

 a
re

 a
cc

ur
at

e 
an

d 
th

at
 th

e 
sy

st
em

 c
on

fig
ur

at
io

n 
w

ill
 c

on
tin

ue
 to

 c
on

fo
rm

 to
 th

es
e 

an
sw

er
s u

nl
es

s m
ut

ua
lly

 a
gr

ee
d 

up
on

 b
y 

th
e 

U
ni

ve
rs

ity
 a

nd
 th

e 
Ve

nd
or

.  
Ve

nd
or

 fu
rt

he
r a

gr
ee

s t
o 

w
or

k 
w

ith
 th

e 
U

ni
ve

rs
ity

 in
 g

oo
d 

fa
ith

 to
 m

ai
nt

ai
n 

co
m

pl
ia

nc
e 

w
ith

 n
ew

 la
w

s a
nd

 re
gu

la
tio

ns
an

d/
or

 to
 im

pr
ov

e 
th

e 
se

cu
rit

y 
of

 th
e 

sy
st

em
.

Ag
re

ed
 th

is 
__

__
__

__
__

__
__

_ 
da

y 
of

 _
__

__
__

__
__

__
__

, 2
0_

_

Co
m

pa
ny

N
am

e

Si
gn

er
's 

N
am

e 
an

d 
Ti

tle

Si
gn

at
ur

e

Pa
ge

 1
 o

f 4

https://www.umsystem.edu/ums/is/infosec/classification
https://www.umsystem.edu/ums/is/infosec/classification
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification


U
ni

ve
rs

ity
 o

f M
is

so
ur

i
In

fo
rm

at
io

n 
Se

cu
rit

y 
Re

qu
ire

m
en

ts
Th

is
 is

 D
SC

 L
ev

el

4

1.
  T

he
 v

en
do

r m
us

t a
ck

no
w

le
dg

e 
an

d 
ag

re
e 

to
 a

llo
w

 th
e 

U
ni

ve
rs

ity
, a

t i
ts

 d
isc

re
tio

n,
 to

 in
sp

ec
t/

as
se

ss
 a

ll 
or

 p
or

tio
ns

 o
f 

th
e 

pr
op

os
ed

 so
lu

tio
n 

pr
io

r t
o 

pl
ac

in
g 

th
e 

sy
st

em
 in

to
 

pr
od

uc
tio

n.
  T

he
 U

ni
ve

rs
ity

 d
oe

s n
ot

 n
ee

d 
th

e 
ve

nd
or

s "
co

de
" 

to
 p

er
fo

rm
 su

ch
 a

ss
es

sm
en

ts
, h

ow
ev

er
, t

he
 U

ni
ve

rs
ity

 w
ill

 
us

e 
w

eb
 a

pp
lic

at
io

n 
(IB

M
 A

pp
Sc

an
, H

P 
W

eb
In

sp
ec

t)
 a

nd
 

ne
tw

or
k 

vu
ln

er
ab

ili
ty

 to
ol

s (
N

es
su

s)
 in

 c
oo

rd
in

at
io

n 
w

ith
 th

e 
ve

nd
or

's 
te

ch
ni

ca
l t

ea
m

 w
he

n 
ap

pr
op

ria
te

.  
Th

e 
re

su
lts

 o
f t

he
 

as
se

ss
m

en
t(

s)
 w

ill
 b

e 
pr

ov
id

ed
 to

 th
e 

U
ni

ve
rs

ity
 c

us
to

m
er

 
(i.

e.
, t

he
 d

ep
ar

tm
en

t)
 a

nd
 to

 th
e 

ve
nd

or
. 

Al
l

1.
a 

 T
he

 v
en

do
r m

us
t a

gr
ee

 to
 re

m
ed

ia
te

 h
ig

h 
ris

k 
se

cu
rit

y 
vu

ln
er

ab
ili

tie
s t

ha
t a

re
 id

en
tif

ie
d 

by
 su

ch
 a

ss
es

sm
en

ts
 w

ith
in

 
a 

re
as

on
ab

le
 ti

m
e 

fr
am

e 
an

d 
at

 n
o 

co
st

 to
 th

e 
U

ni
ve

rs
ity

.  
M

ed
iu

m
 a

nd
 lo

w
 ri

sk
 v

ul
ne

ra
bi

lit
ie

s s
ho

ul
d 

al
so

 b
e 

re
m

ed
ia

te
d 

bu
t w

ill
 b

e 
sc

he
du

le
d 

fo
r r

em
ed

ia
tio

n 
ba

se
d 

on
 a

 
m

ut
ua

lly
 a

gr
ee

ab
le

 ti
m

ef
ra

m
e.

  (
Th

is 
ap

pl
ie

s t
o 

ge
ne

ra
lly

 
ac

ce
pt

ed
 se

cu
rit

y 
vu

ln
er

ab
ili

tie
s w

ith
in

 th
e 

in
du

st
ry

, N
O

T 
ch

an
ge

s o
r m

od
ifi

ca
tio

ns
 th

at
 w

ou
ld

 b
e 

co
ns

id
er

ed
 c

us
to

m
er

-
re

qu
es

te
d 

im
pr

ov
em

en
ts

 o
r f

un
ct

io
na

lit
y 

en
ha

nc
em

en
ts

.)

Al
l

2.
  U

po
n 

re
qu

es
t, 

de
ta

ils
 o

f a
ny

 th
ird

 p
ar

ty
 re

vi
ew

s r
el

at
ed

 to
 

in
du

st
ry

 o
r r

eg
ul

at
or

y 
co

m
pl

ia
nc

e 
m

us
t b

e 
m

ad
e 

av
ai

la
bl

e 
fo

r 
U

ni
ve

rs
ity

 re
vi

ew
.  

Ve
nd

or
 M

U
ST

 in
cl

ud
e 

th
ird

 p
ar

ty
 w

eb
 

ap
pl

ic
at

io
n 

an
d 

se
rv

er
 v

ul
ne

ra
bi

lit
y 

an
d/

or
 p

en
et

ra
tio

n 
te

st
s i

f 
av

ai
la

bl
e.

  R
ed

ac
te

d 
re

po
rt

s a
re

 a
cc

ep
ta

bl
e.

 P
le

as
e 

ch
ec

k 
al

l 
th

at
 a

re
 a

va
ila

bl
e:

__
_ 

SO
C2

 R
ep

or
t; 

  _
__

 H
iT

ru
st

 C
er

tif
ic

at
io

n;
   

__
_ 

O
th

er
;  

 
__

_ 
N

on
e 

av
ai

la
bl

e

DC
L3

 a
nd

 D
CL

4

3.
  V

en
do

r m
us

t c
om

pl
y 

w
ith

 a
pp

lic
ab

le
 in

du
st

ry
 st

an
da

rd
s 

an
d 

be
st

 p
ra

ct
ic

es
 fo

r s
ys

te
m

 a
dm

in
ist

ra
tio

n 
an

d 
ap

pl
ic

at
io

n 
de

ve
lo

pm
en

t (
i.e

. O
W

AS
P)

.  
In

di
ca

te
 w

hi
ch

 in
du

st
ry

 st
an

da
rd

s 
ar

e 
ut

ili
ze

d 
by

 th
e 

ve
nd

or
.

Al
l

4.
  I

f a
pp

lic
ab

le
,  

Pa
ym

en
t C

ar
d 

In
du

st
ry

 - 
Da

ta
 S

ec
ur

ity
 

St
an

da
rd

 (P
CI

-D
SS

) o
r P

ay
m

en
t D

at
a 

Se
cu

rit
y 

St
an

da
rd

 (P
A 

DS
S)

 c
om

pl
ia

nc
e 

is 
re

qu
ire

d.
  T

he
 v

en
do

r c
an

 c
om

pl
y 

w
ith

 th
is 

ite
m

 if
 it

 h
as

 a
tt

ai
ne

d 
PC

I  
ce

rt
ifi

ca
tio

n 
fo

r t
he

 o
ve

ra
ll 

se
t o

f 
pr

od
uc

ts
/s

er
vi

ce
s b

ei
ng

 p
ro

po
se

d 
or

 b
y 

ha
vi

ng
 o

ne
 o

r m
or

e 
sy

st
em

 im
pl

em
en

ta
tio

ns
 th

at
 a

re
 c

ur
re

nt
ly

 P
CI

 c
er

tif
ie

d.
  

Pr
ov

id
e 

ev
id

en
ce

 o
f s

uc
h 

ce
rt

ifi
ca

tio
n 

at
ta

ch
ed

 to
 th

e 
re

sp
on

se
.  

If 
av

ai
la

bl
e,

 th
e 

ve
nd

or
 m

us
t p

ro
vi

de
 a

 g
ui

de
 fo

r 
PC

I-c
om

pl
ia

nt
 im

pl
em

en
ta

tio
n 

of
 th

ei
r p

ro
du

ct
.

DC
L4

Re
qu

ire
m

en
ts

M
ee

ts

"X
"

Do
es

 N
ot

 M
ee

t

"X
"

Co
m

m
en

ts
/C

om
pe

ns
at

in
g 

Co
nt

ro
l

Pa
ge

 2
 o

f 4

https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions


U
ni

ve
rs

ity
 o

f M
is

so
ur

i
In

fo
rm

at
io

n 
Se

cu
rit

y 
Re

qu
ire

m
en

ts
Th

is
 is

 D
SC

 L
ev

el

4
Re

qu
ire

m
en

ts

M
ee

ts

"X
"

Do
es

 N
ot

 M
ee

t

"X
"

Co
m

m
en

ts
/C

om
pe

ns
at

in
g 

Co
nt

ro
l

Au
th

en
tic

at
io

n,
 A

ut
ho

riz
at

io
n 

an
d 

Pa
ss

w
or

d 
Se

cu
rit

y

1.
  T

he
 U

ni
ve

rs
ity

 re
qu

ire
s t

ha
t t

he
 v

en
do

r a
llo

w
 

au
th

en
tic

at
io

n 
to

 th
ei

r s
ys

te
m

 th
ro

ug
h 

ex
ist

in
g 

U
ni

ve
rs

ity
 

au
th

en
tic

at
io

n 
m

et
ho

ds
. F

or
 o

n-
ca

m
pu

s s
ys

te
m

s,
 

Sh
ib

bo
le

th
/S

AM
L2

.0
 (p

re
fe

rr
ed

) o
r M

ic
ro

so
ft

 A
ct

iv
e 

Di
re

ct
or

y 
(A

D)
 is

 re
qu

ire
d.

 F
or

 v
en

do
r-

ho
st

ed
 sy

st
em

s,
 

Sh
ib

bo
le

th
/S

AM
L 

2.
0 

(S
P 

in
iti

at
ed

) i
s r

eq
ui

re
d.

 V
en

do
r m

us
t 

pr
ov

id
e 

th
ei

r S
hi

bb
ol

et
h/

SA
M

L 
2.

0 
in

te
gr

at
io

n 
do

cu
m

en
ta

tio
n.

 P
le

as
e 

ch
ec

k 
al

l t
ha

t a
re

 su
pp

or
te

d:
__

_ 
W

in
do

w
s A

D;
 _

__
 L

DA
P;

 _
__

 S
hi

bb
ol

et
h/

SA
M

L 
2.

0;
 _

__
 O

th
er

DC
L2

, D
CL

3 
an

d 
DC

L4

2.
  F

or
 v

en
do

r-
ho

st
ed

 sy
st

em
s t

ha
t a

re
 u

na
bl

e 
to

 im
pl

em
en

t 
or

 a
re

 n
ot

 re
qu

ire
d 

to
 u

se
 S

hi
bb

ol
et

h/
SA

M
L 

2.
0 

(S
P 

in
iti

at
ed

) 
at

 th
e 

U
ni

ve
rs

ity
's 

di
sc

re
tio

n,
 th

e 
ve

nd
or

 m
us

t m
ee

t t
he

 
fo

llo
w

in
g 

U
ni

ve
rs

ity
 P

as
sw

or
d 

St
an

da
rd

s:
   

  •
 P

as
sw

or
ds

 re
qu

ire
m

en
ts

 m
us

t b
e 

en
fo

rc
ed

 a
nd

 m
ee

t t
he

 
U

ni
ve

rs
ity

 P
as

sw
or

d 
St

an
da

rd
 

ht
tp

s:
//

w
w

w
.u

m
sy

st
em

.e
du

/u
m

s/
is/

in
fo

se
c/

st
an

da
rd

s-
pa

ss
w

or
d.

 
   

  •
 P

as
sw

or
ds

 m
us

t b
e 

st
or

ed
 in

 a
 m

an
ne

r s
uc

h 
th

at
 th

ey
 a

re
 

no
t d

ec
ry

pt
ab

le
.  

(T
hi

s u
su

al
ly

 m
ea

ns
 a

 o
ne

-w
ay

 h
as

h 
an

d 
sa

lt)
.

   
  •

 P
as

sw
or

d 
re

co
ve

ry
 m

ec
ha

ni
sm

s m
us

t b
e 

in
 p

la
ce

 fo
r 

us
er

s w
ho

 fo
rg

et
 th

ei
r p

as
sw

or
d.

   
  •

 T
he

 a
ut

he
nt

ic
at

io
n 

se
ss

io
n 

m
us

t b
e 

en
cr

yp
te

d.
 (H

TT
PS

 
fo

r w
eb

 a
pp

lic
at

io
ns

).
   

  •
 S

up
po

rt
 fo

r S
SL

 v
2/

v3
 a

nd
 T

LS
 1

.0
 m

us
t b

e 
di

sa
bl

ed
. O

nl
y 

TL
S 

1.
2 

sh
ou

ld
 b

e 
su

pp
or

te
d,

 1
.1

 if
 n

ec
es

sa
ry

. 

DC
L2

, D
CL

3 
an

d 
DC

L4

Ap
pl

ic
at

io
n 

Se
cu

rit
y

1.
  T

he
 d

at
ab

as
e 

m
us

t b
e 

se
gr

eg
at

ed
 fr

om
 fr

on
t-

en
d 

sy
st

em
s 

(i.
e 

w
eb

 a
nd

 a
pp

lic
at

io
n 

se
rv

er
s.

)  
Pl

ea
se

 d
es

cr
ib

e 
ho

w
 th

is 
is 

ac
co

m
pl

ish
ed

.
DC

L3
 a

nd
 D

CL
4

Cr
yp

to
gr

ap
hy

/E
nc

ry
pt

io
n

1.
  E

xc
ep

t f
or

 th
e 

vi
ew

in
g 

of
 st

at
ic

 W
eb

 p
ag

es
, t

he
 v

en
do

r 
m

us
t e

ns
ur

e 
th

at
 a

ll 
ot

he
r t

ra
ns

m
iss

io
ns

 to
 a

nd
 fr

om
 th

e 
sy

st
em

, i
nc

lu
di

ng
 fi

le
 tr

an
sf

er
s,

 d
at

a 
in

 p
ro

ce
ss

, 
au

th
en

tic
at

io
n 

m
ec

ha
ni

sm
s,

 e
nd

-u
se

r a
nd

 a
dm

in
ist

ra
to

r 
ac

ce
ss

, e
tc

. a
re

 h
an

dl
ed

 v
ia

 e
nc

ry
pt

ed
 p

ro
to

co
ls.

Al
l

2.
 A

ny
 d

at
a 

st
or

ed
 a

t r
es

t o
n 

a 
ha

rd
 d

riv
e,

 o
n 

a 
fil

e 
se

rv
er

 
an

d/
or

 in
 a

 d
at

ab
as

e 
M

U
ST

 b
e 

en
cr

yp
te

d 
or

 g
ra

nt
ed

 a
n 

ex
ce

pt
io

n 
by

 th
e 

ap
pr

op
ria

te
 In

fo
rm

at
io

n 
Se

cu
rit

y 
O

ffi
ce

r a
t 

ht
tp

s:
//

w
w

w
.u

m
sy

st
em

.e
du

/u
m

s/
is/

in
fo

se
c/

ad
m

in
/ 

DC
L4

Pa
ge

 3
 o

f 4

https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions


U
ni

ve
rs

ity
 o

f M
is

so
ur

i
In

fo
rm

at
io

n 
Se

cu
rit

y 
Re

qu
ire

m
en

ts
Th

is
 is

 D
SC

 L
ev

el

4
Re

qu
ire

m
en

ts

M
ee

ts

"X
"

Do
es

 N
ot

 M
ee

t

"X
"

Co
m

m
en

ts
/C

om
pe

ns
at

in
g 

Co
nt

ro
l

1.
  T

he
 v

en
do

r m
us

t i
m

m
ed

ia
te

ly
 d

isa
bl

e 
al

l o
r p

ar
t o

f t
he

 
sy

st
em

 fu
nc

tio
na

lit
y 

sh
ou

ld
 a

 se
cu

rit
y 

iss
ue

 b
e 

id
en

tif
ie

d.
Al

l

2.
  T

he
 U

ni
ve

rs
ity

 re
qu

ire
s n

ot
ifi

ca
tio

n 
of

 a
ct

ua
l o

r s
us

pe
ct

ed
 

se
cu

rit
y 

in
ci

de
nt

s/
br

ea
ch

es
 w

ith
in

 2
4 

ho
ur

s o
f t

he
 v

en
do

r's
 

fir
st

 k
no

w
le

dg
e 

of
 su

ch
 a

n 
ev

en
t.

Al
l

3.
  T

he
 p

ro
po

se
d 

so
lu

tio
n 

m
us

t b
e 

be
hi

nd
 a

 fi
re

w
al

l t
o 

pr
ot

ec
t 

an
d 

lim
it 

ac
ce

ss
 to

 th
e 

sy
st

em
.

DC
L3

 a
nd

 D
CL

4

4.
  T

he
 v

en
do

r m
us

t e
ns

ur
e 

th
at

 U
ni

ve
rs

ity
 o

f M
iss

ou
ri 

ow
ne

d 
or

 p
ro

vi
de

d 
da

ta
 is

 se
gr

eg
at

ed
 a

nd
 p

ro
te

ct
ed

 fr
om

 o
th

er
 

cu
st

om
er

s.
  P

le
as

e 
de

sc
rib

e 
ho

w
 th

is 
is 

ac
co

m
pl

ish
ed

.
Al

l

5.
  T

he
 v

en
do

r m
us

t a
lw

ay
s c

ha
ng

e 
ve

nd
or

-s
up

pl
ie

d 
de

fa
ul

ts
 

be
fo

re
 in

st
al

lin
g 

a 
sy

st
em

 o
n 

th
e 

ne
tw

or
k.

Al
l

6.
  T

he
 v

en
do

r m
us

t r
em

ov
e 

or
 d

isa
bl

e 
un

ne
ce

ss
ar

y 
de

fa
ul

t 
ac

co
un

ts
 b

ef
or

e 
in

st
al

lin
g 

a 
sy

st
em

 o
n 

th
e 

ne
tw

or
k.

Al
l

7.
  T

he
 v

en
do

r m
us

t p
ro

hi
bi

t g
ro

up
, s

ha
re

d,
 o

r g
en

er
ic

 a
cc

ou
nt

s,
 

pa
ss

w
or

ds
, o

r o
th

er
 a

ut
he

nt
ic

at
io

n 
m

et
ho

ds
 a

s f
ol

lo
w

s:
   

  •
 G

en
er

ic
 u

se
r I

Ds
 a

nd
 a

cc
ou

nt
s a

re
 d

isa
bl

ed
 o

r r
em

ov
ed

;
   

  •
 S

ha
re

d 
us

er
 ID

s f
or

 sy
st

em
 a

dm
in

ist
ra

tio
n 

ac
tiv

iti
es

 a
nd

 
ot

he
r c

rit
ic

al
 fu

nc
tio

ns
 d

o 
no

t e
xi

st
; a

nd
   

  •
 S

ha
re

d 
an

d 
ge

ne
ric

 u
se

r I
Ds

 a
re

 n
ot

 u
se

d 
to

 a
dm

in
ist

er
 

an
y 

sy
st

em
 c

om
po

ne
nt

.

Al
l

8.
  T

he
 v

en
do

r m
us

t c
on

fig
ur

e 
us

er
 p

as
sw

or
d 

pa
ra

m
et

er
s t

o 
re

qu
ire

 p
as

sw
or

ds
 m

ee
t t

he
 fo

llo
w

in
g:

   
  •

 M
in

im
um

 p
as

sw
or

d 
le

ng
th

 o
f 8

 c
ha

ra
ct

er
s

   
  •

 C
on

ta
in

 b
ot

h 
al

ph
ab

et
ic

 a
nd

 n
um

er
ic

 c
ha

ra
ct

er
s

Al
l

9.
 T

he
 a

pp
lic

at
io

n/
sy

st
em

/e
nv

iro
nm

en
t m

us
t b

e 
m

on
ito

re
d 

co
ns

ist
en

tly
 (2

4x
7)

 fo
r i

nt
eg

rit
y 

an
d 

av
ai

la
bi

lit
y.

Da
ta

 c
en

te
r i

s h
os

te
d 

by
:

__
_ 

Ve
nd

or
;  

 _
__

 T
hi

rd
 p

ar
ty

 (p
le

as
e 

sp
ec

ify
)

Al
l

10
.  

Th
e 

sy
st

em
 m

us
t p

ro
vi

de
 u

se
r a

cc
es

s l
og

s:
   

  •
 W

ill
 y

ou
 p

ro
vi

de
 o

n-
lin

e 
ac

ce
ss

 to
 q

ue
ry

 th
e 

lo
gs

?;
   

  •
 If

 n
ot

, c
an

 y
ou

 S
FT

P 
th

e 
lo

g 
to

 o
ur

 S
pl

un
k 

in
st

an
ce

?;
   

  
   

  •
 If

 n
ot

, c
an

 y
ou

 p
ro

vi
de

 a
 re

po
rt

 o
n 

a 
sc

he
du

le
 o

r o
n 

de
m

an
d?

;  
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 

   
  •

 W
ha

t s
ec

ur
ity

 e
ve

nt
s a

re
 lo

gg
ed

?;
   

  •
 H

ow
 lo

ng
 a

re
 a

cc
es

s a
nd

 se
cu

rit
y 

lo
gs

 re
ta

in
ed

?;
   

  •
 D

es
cr

ib
e 

ba
ck

up
 re

co
ve

ry
 a

nd
 re

sil
ie

nc
y 

of
 in

fo
rm

at
io

n 
sy

st
em

; a
nd

   
  

   
  •

 D
o 

lo
gs

 c
on

ta
in

 e
PH

I?
  I

f y
es

, w
hi

ch
 id

en
tif

ie
rs

 a
re

 
co

lle
ct

ed
? 

   
   

 

DC
L3

 a
nd

 D
CL

4

An
sw

er
 T

he
se

 A
dd

iti
on

al
 Q

ue
st

io
ns

 If
 T

he
 P

ro
po

se
d 

So
lu

tio
n 

W
ill

 B
e 

Ve
nd

or
 H

os
te

d

Pa
ge

 4
 o

f 4

https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions
https://www.umsystem.edu/ums/is/infosec/classification-definitions


Data Breach Insurance Addendum  

Page 1 of 2 

 

THIS AGREEMENT is made and entered into this         day of  _________   , _____ , by and between THE CURATORS 
OF THE UNIVERSITY OF MISSOURI ON BEHALF OF UNIVERSITY OF MISSOURI HEALTH CARE, a public corporation 
of the State of Missouri, (hereinafter “MUHC”) and __________________________ (hereinafter “Vendor”). 
 
MUHC desires to obtain from Vendor, and Vendor desires to provide to MUHC, the following 
product(s)/service(s): 
 
               

             ____________ 

               

             ____________                                 

Both parties agree that the products(s)/service(s) to be provided, either in whole or in part, affect MUHC data 
held electronically and/or MUHC IT infrastructure or services.  In order to protect these assets of MUHC, Vendor 
agrees to the following: 
  
General Requirements 
 
All information technology (IT) applications and systems used by the MUHC must be developed, implemented, and 
maintained in a secure manner in accordance with either established University of Missouri policy or, in the absence 
of a specific University of Missouri policy, in accordance with industry-standard best practices. 
 
In addition, the University of Missouri requires compliance with the Family Educational Rights and Privacy Act 
(FERPA), Health Insurance Portability and Accountability Act (HIPAA), Gramm-Leach-Bliley Act (GLBA), Payment Card 
Industry (PCI) specifications, and all other applicable state, local and federal laws and regulations. 
 
Vendor certifies that it has read and will comply with the University of Missouri’s guidelines for application 
development (https://www.umsystem.edu/ums/is/infosec/sections-sysapp) and all applicable elements of the 
University of Missouri Information Security Program (https://www.umsystem.edu/ums/is/infosec). 
 
Vendor agrees to protect the privacy and security of MUHC data at all times and further agrees not to use or disclose 
such data other than to accomplish the objectives of this agreement. 
 
Vendor agrees to complete a University of Missouri Information Technology Standards and Requirements 
Questionnaire, if requested.  The completed questionnaire will be evaluated and if approved, will be included as part 
of this agreement. 
 
Vendor represents and warrants that their responses to the University of Missouri Information Technology Standards 
and Requirements Questionnaire are accurate and that the system and/or application configuration(s) will continue 
to conform to these answers unless mutually agreed upon by MUHC and Vendor.  Vendor further agrees to work 

https://www.umsystem.edu/ums/is/infosec/sections-sysapp
https://www.umsystem.edu/ums/is/infosec
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with MUHC in good faith to maintain compliance with any new and applicable statutory and/or regulatory 
requirements imposed upon MUHC and/or to improve the security of the application(s)/system(s) in accordance 
with industry best practices. 
 
In accordance with the University’s Data Classification System, MUHC may assess any web page/ application solely 
for the purpose of determining if any security vulnerabilities exist which could adversely affect the operation, 
integrity, privacy or security of MUHC’s IT assets.  Vendor agrees to remediate any vulnerability identified at its own 
costs. 
 
Detailed Requirements – Insurance and Indemnification 
 
Vendor agrees to maintain Data Breach coverage to cover claims arising out of the negligent acts, errors or omissions 
of Vendor, Sub consultant or anyone directly or indirectly employed by them.  The coverage provided shall not be 
less than $2,000,000 per occurrence, $5,000,000 aggregate. The officers, employees, and agents of The Curators of 
the University of Missouri on behalf of University Missouri Health Care are to be Additional Insured with respect to 
the project to which these insurance requirements pertain. 

The Vendor agrees to defend, indemnify, and save harmless The Curators of the University of Missouri on behalf of 
University of Missouri Health Care, their Officers, Agents, Employees and Volunteers, from and against all loss or 
expense from any cause of action arising from the Vendor’s operations. The Vendor agrees to investigate, handle, 
respond to and provide defense for and defend against any such liability, claims, and demands at the sole expense 
of the Vendor or at the option of MUHC, agrees to pay or reimburse MUHC for the Defense Costs incurred by MUHC 
in connection with any such liability claims, or demands.  
 
The parties hereto understand and agree that MUHC is relying on and does not waive or intend to waive by any 
provision of this Contract, any monetary limitations or any other rights, immunities, and protections provided by the 
State of Missouri, as from time to time amended, or otherwise available to MUHC, or its officers, employees, agents, 
or volunteers.  
 
Failure to maintain the required insurance in force may be cause for contract termination. In the event the Vendor 
fails to maintain and keep in force the required insurance or to obtain coverage from its subcontractors, MUHC shall 
have the right to cancel and terminate the contract without notice.  
 
Vendor                                   
 
           
                    Vendor Name       

 
            
                                   Vendor Representative Signature                 
 
 
           
   Date 



YES NO

Requestor Contact Information (the University/department contact)

External/Third Party Contact Information

Service Provider (SP) Information

1

2

3

4

5

Hospital (HOSPT)

Technical Contact Name:

Company:

Email address:

Name of application/service:

Application URL:

Service Provider Solution (i.e. Shibboleth, OpenSAML 2 or other product):

Description of application/service:

If no, will you use SSL to protect the authentication session?

If no, explain why:

UM System IdP (ID Providers) Integration Questionnaire

Requestor Name:

Requestor Email Address:

Requestor Phone Number:

Requesting Department Name:

Requesting Business Unit:

Sales Contact Name:

The Curators of the University of Missouri on behalf of University of Missouri Health Care

rjh2c4@health.missouri.edu

(573) 882-1643

Supply Chain / Strategic Sourcing Specialist

Is your entire site protected using SSL?
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YES NO

UM System IdP (ID Providers) Integration Questionnaire

6

7  How will attributes be used in the application/service?:

   - (i.e., given to third parties, used for reports, etc.)

8 Will attributes be used for any other purpose?

If yes, how will attributes be stored and for how long?:

9

10

11

12

13

14

15

a

b

c

d

e

Will you be expecting attributes to be passed for authorization purposes?

If so, list and describe attributes:

Will attributes be stored?

If yes, how will attributes be stored and for how long?

Please send completed questionnaire to: umdoitsasupport@umsystem.edu

If this is an RFP requirement, please submit with the RFP Proposal

IF REQUESTED FOR OTHER PURPOSES…

Will your SP metadata be emailed directly to us?

Do you support SP initiated SSO?

Can you consume a metadata file?

Does your SP support XML signature/encryption?

Does your SP support signed/encrypted assertions?

 <md:NameIDFormat> (if any)

Does your SP metadata file contain, at a minimum, the following components?

<md:EntityDescriptor>

<md:SPSSODescriptor>

   - (must include the proper protocolSupportEnumeration)

 <md:KeyDescriptor>

 <md:SingleLogoutService> (if any)
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ATTACHMENT PA 

PROPOSAL AGREEMENT 

By signing below: 

 

• We have thoroughly examined the Scope of Work, and being familiar with the requirements, 
hereby agree to furnish all labor, supplies, licenses, and fees to offer the services as stipulated 
and set forth herein. 

• We agree that this Proposal may not be withdrawn for a period of ninety (90) calendar days 
after the scheduled closing time for the receipt of Proposals. 

 

By signing below, the representatives of this firm hereby certify that: 

 

• The Proposal is genuine and is not made in the interest of or on behalf of any undisclosed 
person, firm or corporation, and is not submitted in conformity with any agreement or rules 
of any group, association or corporation. 

• We have not directly or indirectly induced or solicited any other firm to put in a false or sham 
proposal. 

• We have not solicited or induced any person, firm, or corporation to refrain from proposing. 

• We have not sought by collusion or otherwise to obtain for themselves any advantage over 
any other firm or over MUHC. 

• We will not discriminate against any employee or applicant for employment because of race, 
color, national origin, ancestry, sex, religion, disability/handicap, marital status, sexual 
orientation, or age. 

 

By signing below, the representatives of this firm declare that: 

 

• We received amendment ___ through ___. 

• We had an opportunity to inquire about any uncertainties and have a general understanding 
of the requirements of this project. 

• We have carefully prepared this Proposal, and the cost of the services required is accurate. 

• All information submitted in this Proposal is correct and it contains no falsified records. 
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Respectfully submitted by: 

 

  

Authorized Signature  Date 

  

Printed Name                              Title 

Company Name:  

Mailing Address: 

City, State, Zip: 

Phone No:     Fed Employer ID No: 

Fax No:      E-Mail Address: 

Number of calendar days delivery after receipt of 

order: _____________________________                         

Payment Terms: ______________________ Note:  

Net 30 is default.  Early pay discounts encouraged. 

Select Payment Method:                          SUA                        ACH                      Check             

Type of Business:          Individual           Partnership          Corporation          Other: ____________________ 

If a corporation, incorporated under the laws of the State of: 

Licensed to do business in the State of Missouri?  ____yes    _____no 

Maintain a regular place of business in the State of Missouri?    _____yes   _____no 
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ATTACHMENT FW 
FINANCIAL WORKSHEET 

RFP 31189, Digital Registration-Intake 

Important: This is a sample Pricing Worksheet. You may modify this or submit an alternate 
worksheet, but either way, this must be comprehensive and inclusive of all expenses over 
the anticipated term of this contract. 

NOTE: This shall be a 5-year contract with a minimum of two (2) years plus three (3) annual 
auto-renewals that allow either party a non-renewal option with proper notice as accepted in the 
agreement. 

Please provide pricing detail for each of the following items: 

 

a. Total Year 1 Total Estimated Cost    $________________ 

Year 1 Itemization 

i.        $________________ 

ii.        $________________ 

iii.        $________________ 

iv.        $________________ 

v.        $________________ 

vi.        $________________ 

vii.        $________________ 

viii.        $________________ 

ix.        $________________ 

 

b. Maintenance & Support Year 2    $________________ 

c. Maintenance & Support Year 3    $________________ 

d. Maintenance & Support Year 4    $________________ 

e. Maintenance & Support Year 5    $________________ 
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